



Security Incident –  Frequently Asked Questions
Q: I  received a letter from DHCS that had my  Social Security Number on the envelope.  How did this happen?
A:  We sincerely regret that this occurred and apologize for any inconvenience it may cause. This happened because in preparing and formatting the address file for this mailing the Social Security Numbers were included by mistake.  Our mailing vendor did not catch this error and used the file to address the envelopes.  The numbers did not have any spaces or dashes so they may have appeared to be a random 9-digit number to people other than the recipients.  
Q: When did you find out this happened?

A:  DHCS was notified of this incident on Thursday, February 4th.  We took immediate steps to investigate and alert recipients.  You should receive a letter from DHCS about this very soon.

Q. Why wasn’t I notified earlier about this error?

A.  The first mailing was sent on February 1st and we were notified on February 4th about the error.  We immediately started preparing a mailing to notify all beneficiaries about the error and started mailing these notices on February 6th., two days later.  

Q.  Did this happen to anyone else?  How many people were affected?  
A.  The mailing was sent to all ADHC beneficiaries in California, 49, 352 people. 
Q:  Why did I get your letter in the first place?

A:  California law revised the medical necessity and eligibility criteria for participation in the Adult Day Health Care program.  DHCS was notifying you of this upcoming change which is planned to begin on March 1st.

Q:  This is confusing to me – who should I talk to about whether I am still able to attend my ADHC?
A:  We recommend that you discuss this with your ADHC.

Q:  Should I be concerned that my social security number was on the envelope you sent me?
A: While we have no evidence that the information has been accessed or acquired by an unauthorized party, we immediately took steps to notify all individuals who received a letter due to the possibility that someone could use the information to commit identity theft.  
Q:  What should I do to prevent someone from stealing my identity?

A: Specific instructions will be listed in the letter you will receive; however, I will be happy to provide you this same information today.  We recommend that you shred the envelope instead of discarding it in the trash, and that you immediately place a free fraud alert on your credit files. To do this, please make a toll-free call to one of three credit bureaus;  their numbers are:   
Credit Bureau Fraud Departments
	
	Experian
	Trans Union
	Equifax

	Phone
	1-888-397-3742
	1-800-680-7289
	1-800-525-6285

	TDD
	1-800-972-0322


	1-877-553-7803


	1-800-255-0056 & ask for Auto Disclosure Line, 1-800-685-1111

	Address
	P.O. Box 9554

Allen, TX 75013
	P.O. Box 6790 Fullerton, CA 92834
	P.O. Box 740241

Atlanta, GA 30374-0241 

	Website
	www.experian.com
Online fraud alert: http://www.experian.com/consumer/fraud_faqs.html 
	www.transunion.com 
	www.equifax.com 


Q:  What does a fraud alert do?

A:  A fraud alert can help prevent an identity thief from using the information to open new accounts or modify information from existing accounts. It requires merchants to take reasonable steps to verify the identity of the applicant.  
Q:  I contacted a credit bureau before and they wanted my Social Security Number.  Is it okay to give this to them?

A: Yes, the credit bureaus will ask for your SSN and other information in order to identify you and avoid sending your credit report to the wrong person.  Do not be concerned about giving this information to the credit bureau that you call.  
Q:  What happens after I call the credit bureau?

A: Once you have contacted one of the credit bureaus you will soon receive a letter from each bureau confirming the fraud alert and explaining how to order free copies of your credit reports.  Follow the instructions in the letters to receive your free reports.  Look carefully for inaccurate personal information, such as home address and SSN. If you see anything you do not recognize or understand, call the credit reporting agency at the telephone number on the report. 

Q:  Does my ADHC provider know about this, and can they help me contact the Credit Bureau Fraud Departments?

A:  Yes, all ADHC providers have received this information and may be able to assist you.  You may also feel free to call DHCS again if you have further questions.
Q:  Where can I find out more about identity theft?
A: For more information on identity theft, you may visit the California Office of Privacy Protection Web site at www.privacy.ca.gov.
Q: What do I do if I have more questions about this incident?
A:  If there is anything we can do to assist you in this matter, please call this toll-free telephone number: 1-866-866-0602.
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