DHCS GUIDANCE FOR CORRECTIVE ACTION AND MITIGATION
DHCS requires a Corrective Action Plan (CAP) for every reported privacy breach or security incident.  A CAP is used to remedy the cause of the breach or incident, mitigate potential harm to the impacted persons, and prevent similar cases from reoccurring.  Just as every case is independent in its circumstances and risk of harm, different cases will require different CAPs.  Depending on the severity of the case, the CAP may include Mitigation; Administrative, Technical, and Physical Safeguards; and Sanctions.  Policies and Procedures may also need to be updated and distributed.
This table is intended as a guide for creating a comprehensive CAP.  Specifically, it indicates possible corrective action and mitigation procedures appropriate to the most common types of privacy breaches and security incidents.  It does not encompass every type of breach or security incident and is intended to be used only as a guide.  Not all of the corrective actions may be applicable to the corresponding type of case and entities may have corrective actions that are not indicated in the table.  
If you have any questions or need assistance in creating a CAP, please contact the appropriate Privacy Analyst handling your case or email the Privacy Office at: privacyofficer@dhcs.ca.gov
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TYPE OF BREACH


	
CORRECTIVE ACTION

	
Mis-sent Fax

	
Mis-sent Email
	
Mis-sent Mail
	
Lost
	
Theft
	
Unauthorized Use/Access/Disclosure

	Mitigation

	Instruct recipient to permanently destroy fax

Confirm attestation of destruction
	Instruct recipient to permanently delete email

Confirm attestation of destruction
	Instruct recipient to permanently destroy mail

Confirm attestation of destruction
	Perform Exhaustive Search:

Desk Area
Cabinets
Confidential Destruct
Common Areas
	File Police Report
	Restrict Access

Suspend Access

Terminate Access

	
	
	
	
	Mail: Contact Post Office
	
	

	
	Send Notification
	Send Notification
	Send Notification
	Send Notification
	Send Notification
	Send Notification

	Administrative Safeguards
	Privacy Policies/Procedures

Retrain
Update/Distribute

Notify sender
Verify fax number
Include Confidentiality Statement
Confirm receipt

	Privacy Policies/Procedures

Retrain
Update/Distribute

Encrypt
Verify email address
Include Confidentiality Statement
Confirm receipt
	Privacy Policies/Procedures

Retrain
Update/Distribute

Verify address

Human Error: 
Add Review Procedure
Confirm receipt
	Privacy Policies/Procedures

Retrain
Update/Distribute

Secure Sensitive:

Documents
Applications
Reports, etc.
	Privacy Policies/Procedures

Retrain
Update/Distribute

Secure Sensitive:

Documents
Applications
Reports, etc.
	Privacy Policies/Procedures

Retrain
Update/Distribute

Limit Access to Necessary System Access to Job Duty

	
	Sanctions:

Verbal Warning
Written Warning
Suspension
Termination
	Sanctions:

Verbal Warning
Written Warning
Suspension
Termination
	Sanctions:

Verbal Warning
Written Warning
Suspension
Termination
	Sanctions:

Verbal Warning
Written Warning
Suspension
Termination
	Sanctions:

Verbal Warning
Written Warning
Suspension
Termination
	Sanctions:

Verbal Warning
Written Warning
Suspension
Termination


	Technical Safeguards
	Automate fax numbers
	Review Encryption Policy
	If system error: 
Audit system / Remediate

	Encrypt:

Portable Computer Devices
Removable Media Devices, etc.
	Encrypt:

Portable Computer Devices
Removable Media Devices, etc.
	Audit System(s) for Other Unauthorized Use/Access - Remediate

Remove Access when No Longer Needed

Deletion of Backups and Hard Drives

	
	Delete incorrect fax numbers from system
	
	
	
	
	

	
	
	
	
	Log Data Transfers
Improve Tracking System 
	Log Data Transfers 
Improve Tracking System
	Enforce Unique User IDs

	Physical Safeguards

	
	
	
	
	Locks
Cameras
Security Guards
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