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HIPAA Business Associate Addenda (12-07)


DHCS CMU Notice 07-01


HIPAA Business Associate Addenda (12/07)

	Purpose
	· Announces the availability of the 12/07 version of DHCS’ HIPAA Business Associate Addenda – Standard Risk and High Risk
· Restates the definition of “business associate” and identifies DHCS’ Privacy Officer



	Effective date
	December 14, 2007 and remains in effect until superseded or cancelled.

	Background
	The Privacy Rule that implemented the Health Insurance Portability and Accountability Act (HIPAA) is found at 45 Code of Federal Regulations (CFR) Parts 160 and 164.  The Privacy Rule governs the use and disclosure of protected health information.

Protected health information (PHI) is individually identifiable health information, which includes demographic information and is created or received by a health care provider or health plan.

Each written agreement with a “business associate” must contain the terms specified in one of the HIPAA Addenda (Standard or High Risk) requiring the business associate to appropriately safeguard PHI.  Visit http://dhcs.ca.gov/privacyoffice for more information on this topic.

Management Memo (MM) 06-12, dated September 1, 2006, reminds agencies to implement an information privacy program to protect personal, sensitive, or confidential information (PSCI) from inappropriate or unauthorized access, use, or disclosure.  MM 06-12 also requires annual education and training of contractors that handle PSCI and certification of training completion.



	Agreements impacted by HIPAA requirements

Contact DHCS’ Privacy Officer for questions about the applicability    of HIPAA requirements       to an individual agreement
	Many contractual relationships exist with entities that perform functions on behalf of DHCS’ health plans covered under HIPAA, namely Medi-Cal, California Children’s Services, Child Health and Disability Prevention Program, and Genetically Handicapped Persons Program, or internal Departmental agents working on behalf of these covered programs, such as Audits and Investigations and the Office of Legal Services.  However, not all contractors/grantees are considered “business associates” covered by HIPAA.  To be a business associate, a contractor/grantee will meet the following criteria:

	
	
	IF this ….
	And this ….
	Or this ….

	
	
	Performs or assists in performing a function or activity that involves the access, use, or disclosure of individually identifiable health information, and
	Performs activities, such as claims processing or administration; data analysis, processing or administration; utilization review; quality assurance; billing benefit management; practice management, and re-pricing on behalf of a health plan or health provider, or
	Provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial services to or for a health plan or health provider.

	
	


	Situations NOT impacted by HIPAA

Contact DHCS’ Privacy Officer if there is any question about  the applicability   of HIPAA requirements to  an agreement
	The following are not business associates or business associate relationships:

1. Medical care providers providing treatment to individuals.

2. Government agencies performing enrollment or Medi-Cal eligibility determinations involving DHCS’ clients.

3. Payment relationships, such as when DHCS pays medical providers or other entities for services to departmental clients, when the other entity is providing its own normal services that are not on behalf of DHCS.

4. When the only information being disclosed during performance is information that is de-identified or not individually identifiable health information.

5. When performance does not involve the use or disclosure of individually identifiable health information.

6. Grant agreements passing funds to a nonprofit organization or local government agency that provides direct services to the public and billing does not occur on fee-for-service basis.



	HIPAA Addenda content
	This is a brief overview of the content of the (12/07) HIPAA Addenda.  Read each HIPAA Addendum to become familiar with its requirements.  Each HIPAA Addendum:

1. Establishes the permitted and required uses and disclosures of PHI.

2. Prevents contractors from using or further disclosing PHI other than as permitted or required by a departmental agreement, or as required by law.

3. Requires contractors to use appropriate safeguards to prevent the use or disclosure of PHI.

4. Requires contractors to annually train employees that handle PHI and requires contractors to maintain training certifications.

5. Requires contractors to take steps to ensure the security of computerized data systems and imposes specific security requirements on contractors.

6. Requires contractors to notify DHCS immediately of any actual breach of security of computerized data or within 24 hours of the discovery of any security incident, intrusion, or unauthorized use or disclosure of PHI, or potential loss of data.

7. Requires contractors to pass applicable HIPAA requirements down to its agents and/or subcontractors.

8. Requires contractors to make its internal practices, books, and records relating to the use and disclosure of PHI available to DHCS and to the federal government to determine compliance with the Privacy Rule.

(Continued on next page)


	HIPAA Addenda content

(Continued)
	9. Requires contractors at termination of an agreement, if feasible, to return or destroy all PHI that it still maintains in any form and prevents contractors from keeping copies.  If not feasible, contractors must continue to protect the PHI.

10. Outlines conditions for agreement termination by DHCS, if DHCS determines there is a violation of a material term of the HIPAA Addendum.

11. Requires contractors to collect signed confidentiality statements from all persons that will work with PHI.

12. Requires contractors to conduct a thorough background check of each worker that will access PHI and evaluate the results to assure that there is no indication that the worker may present a risk for theft of confidential data.  The background check must be conducted before access is permitted.

13. Requires contractors to implement numerous information technology safe- guards, including use of encryption and antivirus software, email security, data destruction, system controls, audit controls, disaster recovery controls, etc. to protect the integrity and confidentiality of PHI.14.

14. Requires contractors to maintain safeguards for paper documents, such as locking up files, confidential destruction, and escorting visitors.



	When HIPAA Addenda are used
	If a contractual agreement is subject to HIPAA requirements, use the table below to choose which HIPAA Addenda to attach to an agreement.  Both Addenda are essentially the same with the High Risk version containing additional security standards.  Version differentiation e.g., Standard Risk vs. High Risk is noted in the exhibit Recitals section on Page one (1) and in the footer area of each exhibit.

	
	STANDARD Risk ….
	HIGH Risk ….

	
	Unless a contractor’s name or service type appears in the High Risk column, attach the Standard Risk HIPAA Addendum to each new, renewed, and amended agreement that is subject to the HIPAA requirements.

Do not initiate an amendment to an existing contract or grant for the sole purpose of adding the 12/07 HIPAA Addendum.
	Impacted agreements with the following named contractors, their respective services and any successor contractor chosen to replace them or assume their functions must have the High Risk HIPAA Addendum attached to the agreement:

· Integris Inc., dba Bull Services (MIS/DSS-Medi-Cal)

· Maximus (HCO-Medi-Cal)

· Medi-Cal Fiscal Intermediaries including EDS and Delta Dental

· Dept. of Technology Services

· Certain agreements with other California state agencies

· Certain agreements with UC campuses or The Regents of the University of California

It is prudent to include the High Risk HIPAA Addendum in any contractual situation in which a higher level of data security is needed e.g., where there is an extensive use and/or disclosure of confidential health information.

	
	


	Modifications of the HIPAA Addenda are not allowed


	No changes or modifications to any HIPAA Addenda by DHCS Program staff or a contractor are allowed (including format, font size, margins, and content) without the express approval of DHCS' Privacy Officer or his/her respective designee.



	Questions about this notice
	Contact DHCS’ Privacy Officer for questions about:

· The content or interpretations of the HIPAA BAA Addenda (12/07) and any requests to initiate text addenda alterations and/or substitutions.

· Whether or not a specific contract or service is affected by or subject to HIPAA requirements.



	How to contact DHCS’ Privacy Officer
	The DHCS’ Privacy Officer is Jane Lamborn.  DHCS’ Privacy Office can be contacted via the following means:

Email: privacyofficer@dhcs.ca.gov Telephone:  (916) 445-4646
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