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These draft guidelines were created to help ensure sanctions are developed as guidelines to be considered when implementing human resources policies.  They are also intended to sustain a fair approach to sanction application related to privacy violation(s).
Appropriate and consistent policy enforcement and sanction application fosters public trust in DHCS as a guardian of confidential, sensitive and Personally Identifiable Information.  
The disciplinary guidelines can be used for the following:
· Document incident factors and sanction decisions
· Compare past incidents for consistency of approach and message
· Identify trends, issues and best practices.
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Disciplinary Guidelines for Privacy Violations
Minimum Recommended Sanctions Based Upon Severity and Frequency
	Severity/Frequency
	Minimum Recommended Sanctions

	Level 1 1st Offense
	Counseling and (re)training 

	Level 1 Subsequent Offenses
	Reassignment

	

	

	Level 2 1st Offense
	Written counseling memo and (re)training

	Level 2 Subsequent Offenses
	Suspension

	

	

	Level 3 1st Offense
	Termination 



	Offense Levels (Highlight or circle applicable Factors. Factors from different Levels may apply for any given case.)

	Level 1 Factors
	Unintentional
	Unauthorized
	Poor judgment/carelessness
	Lack of training

	Level 2 Factors
	Deliberate
	Unauthorized
	No re-disclosure by employee
	Trained

	Level 3 Factors
	Deliberate
	Unauthorized
	Re-disclosure by employee 
	Trained



	Factors Impacting Sanction Severity

	Factors Increasing Sanction Severity
	Factors Decreasing Sanction Severity

	Multiple offenses
Significant harm to impacted persons
Large number of impacted persons
Large amount of data
High exposure to organization
Hampered investigation
Large expense
Tarnished image to organization
Actions influenced others
	No harm to impacted persons
Voluntary self-reported
Confessed and cooperated with investigation
Showed remorse
Acted under direction of authority
Low expense 
Reputational impact
Occurred with good intentions
First offense





Any offense taking place since 2 years or more after the prior offense may be considered a 1st offense.
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