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YOUR ORGANIZATION’S LETTERHEAD
CONFIDENTIAL

Privacy Reporting to DHCS Affecting Medi-Cal Beneficiaries 

Submitted by: ______________________________________Date:  _________________
Case # (or other tracking or identifier):

DHCS Privacy Office Use Only

Tracking Number: _________________________________    

A. Incident Details:

1. Date of Incident

2. Date of discovery of incident by Entity or Entity’s business associate

3. Date Incident was reported to the Entity’s Privacy Official 

4. Status of investigation (e.g., completed, estimated completion date, etc.)

5. Status of Corrective Action (e.g., devising plan, implementing, completed, etc.)

B. Incident Description – including 

1. What data elements were involved and the extent of the data involved.

2. Description of the unauthorized person known or reasonably believed to have improperly used or disclosed PHI/PCI. 

3. Description of where the PHI/PCI is believed to have been improperly transmitted, sent or utilized.

C. Cause of Incident or probable cause.

D. Impact of Incident -potential misuse of data, identity theft, etc.

E. Whether Civil Code sections 1798.29, 1798.82, or any other federal or state laws requiring individual notifications triggered.

F. When notification to Regulatory Agency (DHCS) occurred – DHCS contract manager, DHCS Privacy Officer, DHCS Information Security Officer, or any other governmental agency.

G. Mitigation - steps to reduce harmful effects, i.e., notification of members.

H. Corrective Action - steps to prevent reoccurrence, such as retraining of staff or creation/revision of procedures.

I. Additional information – such as notification to other facility’s units or Fraud Prevention and/or police, licensing boards, etc. 

	DHCS Privacy Officer
	DHCS Information Security Officer

	Privacy Officer

% Office of HIPAA Compliance
Department of Health Care Services

P.O. Box 997413, MS 4721
Sacramento, CA 95899-7413

Telephone:  (916) 440-7750

Email: privacyofficer@dhcs.ca.gov
	Information Security Officer

Information Security Office

P.O. Box 997413, MS 6302

Sacramento, CA 95899-7413

Email:  iso@dhcs.ca.gov
Telephone: ITSD Help Desk

916-440-7000 or 800-579-0874
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