
STATE OF CALIFORNIA 

SHORT FORM CONTRACT
(For agreements up to $9,999.99)
STD 210_DHCS (Rev. 01/13)

REGISTRATION NUMBER CONTRACT NUMBER AM. No FEDERAL TAXPAYER ID NO.

Invoice must show contract number, itemized expenses, service 
dates, vendor name, address and phone number. 
SUBMIT INVOICE(S) IN TRIPLICATE TO: 

Department of Health Care Services 

Long-Term Care Division

1501 Capitol Avenue, MS 0018

PO Box 997419 

Sacramento, CA 95899-7419 

FOR STATE USE ONLY DGS Billing Code: 085XXX

STD. 204  N/A  ATTACHED  ON FILE

CCCs  N/A-IA  ATTACHED

 Small Business  DVBE SB or DVBE Cert No: 

 If exempt from bidding (Briefly explain) 

SCM 5.80 A.1 - Agreement total is under $5,000 
Late reason:

1.  The parties to this agreement are: 
STATE AGENCY'S NAME, hereafter called the State.

Department of Health Care Services 

CONTRACTOR'S NAME, hereafter called the Contractor.

2.  The agreement term is from

3.  The maximum amount payable is  

 Personnel $ 0 Operating $ 0 Travel $ 0

pursuant to the following charges: 

June 30, 2014 throughJuly 1, 2013 

$ 0.00

Other $ 0 (Attach list, if applicable) 

No payments will be made pursuant to this "no cost" agreement. 

5.  The Contractor agrees to furnish all labor, equipment and materials necessary to perform the services described herein and agrees to 
comply with the terms and conditions identified below which are made a part hereof by this reference.  (Outline in exact detail what is to 
be done, where it is to be done, and include work specifications, if applicable.)

  Additional Pages/Exhibits Attached 

Contractor agrees to provide the services described herein to operate the federal Money Follows the Person (MFP) 
Rebalancing Demonstration, known as the California Community Transitions (CCT) Program. Funding shall be provided to 
the Contractor through the Medi-Cal Fiscal Intermediary, California Medicaid Management Information System, 
independent of this Agreement.  Contractor’s eligibility to provide CCT Program services shall be authorized by the State 
based on the administrative and operational requirements outlined in this Agreement.   

Specific responsibilities and instructions appear in Exhibit A. 

ITEMIZED INVOICE OTHER

4.  Payment terms (Note:  all payments are in arrears.) ONE-TIME PAYMENT (Final Lump Sum) MONTHLY QUARTERLY

6.  Exhibits (The items checked in this area are hereby incorporated by reference and made a part of this agreement by this reference whether or not attached)

 GTC*

Other Exhibits

610 GIA*

Exhibit A - Additional Provisions; See Exhibit A, Provision 2 for additional incorporated exhibits. 

610 * View at http://www.ols.dgs.ca.gov/Standard+Language/default.htm.

STATE OF CALIFORNIA CONTRACTOR
AGENCY NAME

Department of Health Care Services 

CONTRACTOR’S NAME (if other than an individual, state whether a corporation, 

BY (AUTHORIZED SIGNATURE) 



Date Signed BY (AUTHORIZED SIGNATURE) 



Date Signed 

PRINTED NAME AND TITLE OF PERSON SIGNING

Andrew Young, Chief, Contract Management Unit 

PRINTED NAME OF AND TITLE OF PERSON SIGNING 

ADDRESS 

1501 Capitol Avenue, Suite 71.5195, MS 1403, P.O. Box 997413 
Sacramento, CA 95899-7413 

ADDRESS 

I hereby certify upon my own personal knowledge that budgeted funds are 
available for the period and purpose of the expenditure stated below. 

Signature of Accounting Officer or Designee 

 Signature not required for a no cost transaction.

Date Signed 

FUND TITLE Split funding info. is attached

Not Applicable

ITEM Number F. Y. / PCA Code / Index Code / Object Code / Agency Object / Project Number / Work Phase 

  /   / / / / / 

In Witness Whereof, this agreement has been executed by the parties identified below. 

http://www.ols.dgs.ca.gov/Standard+Language/default.htm
http://www.ols.dgs.ca.gov/Standard+Language/default.htm


  Contractor’s Name 
  Contract Number 

Exhibit A 
Additional Provisions 

1. Scope of Work 

A. CCT Project Requirements  

1) The Contractor shall provide CCT services in accordance with the Money Follows the 
Person (MFP) Rebalancing Demonstration (Demonstration), initially authorized by Section 
6071 of the Deficit Reduction Act of 2005 (Pub. L. 109-171), and extended by Section 2403 
of the Patient Protection and Affordable Care Act of 2010 (Pub. L. 111-148); CMS grant 
number 1LICMS300149; the CCT Operational Protocol approved by the U.S. Department of 
Health and Human Services – Centers for Medicare and Medicaid Services (CMS); the 
California Code of Regulations (CCR) §51003 pertaining to Treatment Authorization 
Requests (TARs); and the terms of this contract.   

2) As a CCT provider, the Contractor will assist inpatient Medi-Cal beneficiaries living in MFP-
qualified long-term care (LTC) inpatient facilities1 (i.e., skilled nursing care facilities, acute 
care hospitals, and intermediate care facilities for individuals with intellectual disabilities), to 
transition to community living and to receive medically-appropriate home- and community-
based services (HCBS) in the most integrated MFP-qualified residence2 of their choice. 

3) The Contractor must be an active Medi-Cal provider. 

4) The Contractor must only serve beneficiaries who meet all four (4) of the federal MFP 
eligibility criteria.  To be eligible, a beneficiary must: 

a. Have continuously resided in an inpatient facility for not less than 90 consecutive days, 
not including days that a beneficiary was residing in the inpatient facility for the sole 
purpose of receiving short-term rehabilitation services that are reimbursed under 
Medicare; 

b. Be receiving Medi-Cal benefits for inpatient services furnished by such an inpatient 
facility, for at least one (1) day; 

c. Continue to require at least the level of care that resulted in admission to the inpatient 
facility and for whom a determination has been made that, but for the provision of home 
and community-based long-term care services, the beneficiary would continue to require 
the level of care provided in an inpatient facility; and 

d. Want to leave the inpatient facility to receive HCBS Waiver and/or CA State Plan 
services at home or in the community. 

5) The Contractor shall be responsible for: 

a. Functioning as a State-designated Local Contact Agency (LCA) by providing information 
on available HCB Long-Term Services and supports (LTSS) to residents living in 
inpatient facilities who are interested in learning more about returning to the community.  
Staff of LTC inpatient facilities refers interested residents to LCAs based on the 
residents’ responses to the Minimum Data Set (MDS) 3.0, Section Q.    

1 42 U.S.C., Subpart B, § 483.5 (a) 
2 Pub. L. 109-171 § 6071(b)(6)
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  Contractor’s Name 
  Contract Number 

b. Being already engaged in providing local leadership on long-term care issues, facilitating 
consumer access to HCBS long-term care services, and establishing “single points of 
entry” or other high levels of coordination across the existing HCBS delivery networks. 

c. Convening, organizing, and facilitating one or more transition team(s), maintaining data 
on the team’s activities, and reporting the team’s activities to DHCS, as articulated in the 
CCT Operational Protocol. 

d. Verifying a beneficiary’s Medi-Cal eligibility prior to CCT enrollment and during the pre-
transition HCB LTSS planning phase. 

e. Obtaining signed consent from the eligible beneficiary living in a qualified inpatient 
facility (or his/her legal guardian) before commencement of transition coordination 
services are provided.  

f. Developing a Comprehensive Services Plan (CSP)3 through a person-centered process 
that is directed by the beneficiary or the beneficiary’s authorized representative, that: 

i. Specifies those services, if any, for which the beneficiary or the beneficiary’s 
authorized representative would be responsible for directing; 

ii. Identifies the methods by which the beneficiary or the beneficiary’s authorized 
representative or an agency designated by a beneficiary or representative will select, 
manage, and dismiss providers of such services; 

iii. Specifies the role of family members and others whose participation is sought by the 
beneficiary or the beneficiary’s authorized representative with respect to such 
services; 

iv. Builds upon the beneficiary’s capacity to engage in activities that promote community 
life and that respects the beneficiary’s preferences, choices, and abilities;  

v. Involves families, friends, and professionals as desired or required by the beneficiary 
or the beneficiary’s authorized representative; and  

vi. Includes appropriate risk management techniques that recognize the roles and 
sharing of responsibilities in obtaining services in a self-directed manner and assure 
the appropriateness of such plan based upon the resources and capabilities of the 
beneficiary or the beneficiary’s authorized representative. 

B. Administrative Requirements   

1) The Contractor must meet all of the following administration requirements: 

a. Maintain a service record for each CCT beneficiary that includes all required reports, 
completed assessments, and the authorized CCT CSP.   

i. Records must fully disclose the name and Medi-Cal number of the Demonstration 
Participant receiving CCT services, the name of the provider agency and person 
providing the CCT service, the date and place of CCT service delivery, and the 
nature and extent of the CCT service provided.   

ii. The Contractor shall furnish said records and any other information regarding 
expenditures and revenues for providing CCT services, upon request, to the State. 

3 Pub. L. 109-171 § 6071(b)(8)(B) 
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b. Provide on-going, in-house training to staff that pertains to CCT protocol and 
procedures, HIPAA privacy compliance, Elder and Dependent Adult Abuse, and 
mandated reporting requirements.  The Contractor must also ensure staff attends all 
trainings, workshops, and conferences as directed by the State. 

c. Participate in state and federal data collection and evaluation efforts. 

d. Have contingency plans to deliver services in the event of a disaster or emergency. 

2) To comply with federal and state reporting requirements, the Contractor shall furnish to the 
State such reports concerning the Contractor’s performance, on such timetable, in such 
uniform format, and containing such information as the State may require.  The Contractor 
shall collect, monitor, and report on services and outcomes that include, but are not limited 
to the following: 

a. The tracking of MDS referrals received from LTC inpatient facilities and quarterly 
submission of the data to the SectionQPOC@dhcs.ca.gov mailbox. 

b. Monthly participation reports to provide the State with on-going, accurate counts of 
enrolled, denied, and transitioned beneficiaries. 

c. The completion and submittal of beneficiaries’ Quality of Life (QOL) surveys, which are 
required no earlier than one month before the transition, in the 11th month after the date 
of transition, and in the 24th month after the date of transition. 

d. During the 365-day post-transition period, the Contractor shall submit incident-specific 
reports and forms, as outlined in the CCT Operational Protocol.  These reports include, 
but are not limited to the CCT Participant Temporary Disenrollment/Re-enrollment form, 
the CCT Lead Organization Service Discontinuation Report, the CCT Event Issue Report 
form, and the CCT Event Issue Follow-up form. 

3) Contractor shall secure local information technology support services and infrastructure that 
includes but is not limited to, all of the following: 

a. Telecommunications, hardware, and network security; including, but not limited to, the 
ability to send and receive zipped, secure, and encrypted communication and data, 
which may contain protected health information (PHI). 

b. Microsoft Office 2007 or above, the most current version of Adobe Reader, and a Secure 
Socket Layer (SSL) to ensure PHI and Personal Confidential Information (PCI) is secure 
when transferring electronic information to, or receiving electronic information from, the 
State via the Internet.  

c. The Contractor is responsible for protecting the PHI/PCI of their CCT enrollees and 
participants in accordance with Exhibits B & C of this Agreement.  

C. Administrative Authority 

1) The State maintains overall authority and responsibility for the operation of the 
Demonstration by exercising oversight of the performance of the Contractor.  

2) The State has the final authority regarding acceptance/denial of an applicant and 
discontinuance of a transition.  

3) The State has the final authority regarding approval and termination of transition providers.  
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4) The State will maintain a database to gather, evaluate and monitor data collected from 
reports and survey results for trend analysis and identification of the need for Demonstration 
changes or improvements.  

5) Contractor shall be responsible for the acts or omissions of its employees and/or 
subcontractor(s).  

2. Additional Incorporated Exhibits 

A. The following additional exhibits are incorporated herein, and made a part of this Agreement by 
this reference: 

Exhibit B 

Exhibit C 

HIPAA Business Associate Addendum 

Information Confidentiality Security Requirements (ICSR)  

14 pages 

  7 pages 

B. The following documents are not attached, but are incorporated herein and made a part of the 
Agreement by this reference.  These documents may be updated periodically by DHCS as 
required by state or federal directives.  DHCS shall provide the Contractor with copies of 
incorporated documents and any periodic updates thereto, electronically or by providing the 
internet address where they may be found.  DHCS will maintain on file, all documents 
references herein and any subsequent updates. 

1) Written directive(s) and/or instruction(s) issued by the CMS Policy Guidance. 

2) The California’s State Medicaid Plan and Approved State Plan Amendments; available at:  
http://www.dhcs.ca.gov/formsandpubs/laws/Pages/SPdocs.aspx, and 
http://www.dhcs.ca.gov/formsandpubs/laws/Pages/RecentAmendments.aspx.  

3) The CCT Operational Protocol, available at: 
http://www.dhcs.ca.gov/services/ltc/Pages/CCTOperationalProtocol.aspx.  The CCT 
Operational Protocol includes detailed policies and procedures on each Demonstration 
requirement. 

4) CCT Policy Letters issued by the State to the Contractor. 

3. Project Representatives 

A. The project representatives during the term of this Agreement will be: 

Department of Health Care Services 
Rebecca Schupp, Chief, Office of Long-Term 
Care Telephone: (916) 322-5807 
Fax: (916) 322-2074 
Email: Rebecca.Schupp@dhcs.ca.gov

Contractor’s Name: 
Contract Manager: Name 
Telephone: (XXX) XXX-XXXX 
Fax: (XXX) XXX-XXXX 
Email: Xxxxxxxx@xxxxxxxx
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B. Direct all inquiries to: 

Department of Health Care Services 
California Community Transitions Project 
Attention: Nichole Kessel, Health Program 
Specialist 

MS Code 0018 
P.O. Box 997419 
1501 Capitol Avenue, Suite 73.3058 
Sacramento, CA, 95899-7419 

Telephone: (916) 552-9326 
Fax: (916) 322-2074 
Email: Nichole.Kessel@dhcs.ca.gov

Contractor’s Name 

Attention: Name 
Mailing Address 
City, CA, Zip Code 

Telephone: (XXX) XXX-XXXX 
Fax: (XXX) XXX-XXXX 
Email: Xxxxxxxx@xxxxxxxx

C. Either party may make changes to the information above by giving written notice to the other 
party.  Said changes shall not require an amendment to this Agreement. 

4. Invoicing and Payment

A. There is no compensation payable to either party in connection with this Agreement.  Financing 
for CCT services is provided through the electronic billing CA-MMIS administered by the  
Medi-Cal fiscal intermediary. 

B. Before submitting an invoice for the reimbursement of CCT services, the Contractor must 
submit, and obtain approval of, an electronic Treatment Authorization Request (e-TAR) using 
existing Medi-Cal HCBS codes approved for CCT.   

C. Reimbursements for services shall be reimbursed based on actual costs, up to a maximum 
amount, as outlined in the CCT Operational Protocol. 

D. If federal funding for the Demonstration is reduced or eliminated for any fiscal year, the State 
shall have the option to cancel this Agreement, with no liability incurring to the State. 

5. Amendment Process 

A. Should either party, during the term of this Agreement, desire a change or amendment to the 
terms of this Agreement, such changes or amendments shall be proposed in writing to the other 
party, who will respond in writing as to whether the proposed changes/amendments are 
accepted or rejected.  If accepted and after negotiations are concluded, the agreed upon 
changes shall be made through the State's official agreement amendment process, unless 
otherwise stipulated within this Agreement.  No amendment will be considered binding on either 
party until it is formally approved by both parties. 

6. Performance Evaluation, Technical Assistance, and Corrective Action Planning 

A. At the State’s discretion the Contractor may be monitored for compliance with state and federal 
regulations, directives, and policies.  Upon receipt of a written request from the State, the 
Contractor shall make documentation available that includes but is not limited to:  participant 
records, invoices and/or receipts, CCT-related administrative and accounting documentation, 
etc. 

1) Written notification of a performance review shall be provided to the Contractor at least 30 
days in advance of an onsite visit and/or document review.    
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2) A post-review letter of finding, if applicable, will be sent to the Contractor to summarize any 
findings and to initiate corrective action planning.  

3) The Contractor will prepare a corrective action plan and submit it to the state Nurse 
Evaluator for approval within 60 days of the letter of finding.  

4) The Contractor shall maintain documentation of all corrective actions taken, technical 
assistance received, and training attended in accordance with its State-approved corrective 
action plan.  

7. Record Retention 

A. The Contractor shall maintain books, records, documents, and other evidence of service 
performance, procedures, and practices sufficient to reflect all requirements related to 
performance of this Agreement.  The foregoing constitutes “records” for the purpose of this 
provision. 

B. The Contractor's facility or office or such part thereof as may be engaged in the performance of 
this Agreement and his/her records shall be subject at all reasonable times to inspection, audit, 
and reproduction.  

C. Contractor agrees that DHCS, the Department of General Services, the Bureau of State Audits, 
or their designated representatives shall have the right to review and to copy any records and 
supporting documentation pertaining to the performance of this Agreement. Contractor agrees 
to allow the auditor(s) access to such records during normal business hours and to allow 
interviews of any employees who might reasonably have information related to such records. 
Further, the Contractor agrees to include a similar right of the State to audit records and 
interview staff in any subcontract related to performance of this Agreement. (GC 8546.7, CCR 
Title 2, Section 1896).  

D. The Contractor shall preserve and make available his/her records (1) for a period of three (3) 
years from the last day included within the term of this Agreement, and (2) for such longer 
period, if any, as is required by applicable statute, by any other provision of this Agreement, or 
by subparagraphs 1. or 2. below. 

1) If this Agreement is completely or partially terminated, the records relating to the work 
terminated shall be preserved and made available for a period of three (3) years from the 
date of any resulting final settlement.  

2) If any litigation, claim, negotiation, audit, or other action involving the records has been 
started before the expiration of the three-year period, the records shall be retained until 
completion of the action and resolution of all issues which arise from it, or until the end of 
the regular three-year period, whichever is later.  

a. The Contractor shall comply with the above requirements and be aware of the penalties 
for violations of fraud and for obstruction of investigation as set forth in Public Contract 
Code § 10115.10, if applicable.  

b. The Contractor may, at its discretion, following the last day included within the term of 
this Agreement, reduce its accounts, books and records related to this Agreement to 
microfilm, computer disk, CD ROM, or other data storage medium. Upon request by an 
authorized representative to inspect, audit or obtain copies of said records, the 
Contractor must supply or make available applicable devices, hardware, and/or software 
necessary to view, copy and/or print said records. Applicable devices may include, but 
are not limited to, microfilm readers and microfilm printers, etc.  
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8. Avoidance of Conflicts of Interest by Contractor  

A. The State intends to avoid any real or apparent conflict of interest on the part of the Contractor, 
subcontractors, or employees, officers and directors of the Contractor. Thus, the State reserves 
the right to determine, at its sole discretion, whether any information, assertion or claim received 
from any source indicates the existence of a real or apparent conflict of interest; and, if a conflict 
is found to exist, to require the Contractor to submit additional information or a plan for resolving 
the conflict, subject to the State review and prior approval. 

B. Conflicts of interest include, but are not limited to:  

1) An instance where the Contractor or any of its subcontractors, or any employee, officer, or 
director of the Contractor or any subcontractor has an interest, financial or otherwise, 
whereby the use or disclosure of information obtained while performing services under the 
contract would allow for private or personal benefit or for any purpose that is contrary to the 
goals and objectives of the Agreement.  

2) An instance where the Contractor’s or any subcontractor’s employees, officers, or directors 
use their positions for purposes that are, or give the appearance of being, motivated by a 
desire for private gain for themselves or others, such as those with whom they have family, 
business or other ties.  

a. If the State is or becomes aware of a known or suspected conflict of interest, the 
Contractor will be given an opportunity to submit additional information or to resolve the 
conflict. A Contractor with a suspected conflict of interest will have five (5) working days 
from the date of notification of the conflict by the State to provide complete information 
regarding the suspected conflict. If a conflict of interest is determined to exist by the 
State and cannot be resolved to the satisfaction of the State, the conflict will be grounds 
for terminating the contract. The State may, at its discretion upon receipt of a written 
request from the Contractor, authorize an extension of the timeline indicated herein.  

b. Any costs (including legal costs) incurred as a result of a conflict of interest determined 
by the court or by the State shall be the responsibility of the Contractor.  

9. Cancellation / Termination 

A. This Agreement may be cancelled or terminated without cause by either party by giving thirty 
(30) calendar days advance written notice to the other party.  Such notification shall state the 
effective date of termination or cancellation and include any final performance and/or 
requirements. 

10. Dispute Resolution Process 

A. A Contractor grievance exists whenever there is a dispute arising from DHCS’ action in the 
administration of an agreement.  If there is a dispute or grievance between the Contractor and 
DHCS, the Contractor must seek resolution using the procedure outlined below. 

1) The Contractor should first informally discuss the problem with the DHCS Program Contract 
Manager.  If the problem cannot be resolved informally, the Contractor shall direct its 
grievance together with any evidence, in writing, to the program Branch Chief.  The 
grievance shall state the issues in dispute, the legal authority or other basis for the 
Contractor's position and the remedy sought.  The Branch Chief shall rend a decision within 
ten (10) working days after receipt of the written grievance from the Contractor.  The Branch 
Chief shall respond in writing to the Contractor indicating the decision and reasons 
therefore.  If the Contractor disagrees with the Branch Chief’s decision, the Contractor may 
appeal to the second level. 
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2) When appealing to the second level, the Contractor must prepare an appeal indicating the 
reasons for disagreement with the Branch Chief’s decision.  The Contractor shall include 
with the appeal a copy of the Contactor’s original statement of dispute along with any 
supporting evidence and a copy of the Branch Chief’s decision.  The appeal shall be 
addressed to the Chief of the Division in which the Branch within ten (10) working days from 
receipt of the Branch Chief’s decision.  The Chief of the Division in which the Branch is 
organized or his/her designee shall meet with the Contractor to review the issues raised.  A 
written decision signed by the Chief of the Division in which the Branch is organized or 
his/her designee shall be directed to the Contractor within 20 working days of receipt of the 
Contractor’s second level appeal. 

B. If the Contractor wishes to appeal the decision of the Deputy Director of the Division in which 
the Branch is organized or his/her designee, the Contractor shall follow the procedures set forth 
in Health and Safety Code Section 100171. 

C. Unless otherwise stipulated in writing DHCS, all dispute, grievance, and/or appeal 
correspondence shall be directed to the DHCS Program Contract Manager. 

D. There are organizational differences within DHCS’ funding programs and the management 
levels identified in this dispute resolution provision may not apply in every contractual situation.  
When a grievance is received and organizational differences exist, the Contractor shall be 
notified in writing by the DHCS Program Contract Manager of the level, name, and/or title of the 
appropriate management official that is responsible for issuing a decision at a given level.   

11. Suspension or Stop Work Notification 

A. DHCS may, at any time, issue a notice to suspend performance or stop work under this 
Agreement.  The initial notification may be a verbal or written directive issued by the DHCS 
Program Contract Manager.  Upon receipt of said notice, the Contractor is to suspend and/or 
stop all, or any part, of the work called for by this Agreement. 

B. Written confirmation of the suspension or stop work notification with directions as to what work 
(if not all) is to be suspended and how to proceed will be provided within 30 working days of the 
verbal notification.  The suspension or stop work notification shall remain in effect until further 
written notice is received from DHCS.  The resumption of work (in whole or in part) will be at 
DHCS’ discretion and upon receipt written confirmation. 

1) Upon receipt of a suspension or stop work notification, the Contractor shall immediately 
comply with its terms and take all reasonable steps to minimize or halt the incurrence of 
costs allocable to the performance covered by the notification during the period of work 
suspension or stoppage. 

2) Within 90 days of the issuance of a suspension or stop work notification, DHCS shall either: 

a. Cancel, extend, or modify the suspension or stop work notification; or 

b. Terminate the Agreement as provided for in the Cancellation/Termination clause of the 
Agreement. 

C. If a suspension or stop work notification issued under this clause is canceled or the period of 
suspension or any extension thereof is modified or expires, the Contractor may resume work 
only upon written concurrence of the DHCS Program Contract Manager. 

D. If the suspension or stop work notification is cancelled and the Agreement resumes, changes to 
the services, deliverables, performance dates, and/or contract terms resulting from the 
suspension or stop work notification shall require an amendment to the Agreement. 
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E. If a suspension or stop work notification is not cancelled and the Agreement is cancelled or 
terminated pursuant to the provision entitled Cancellation/Termination, DHCS shall allow 
reasonable costs resulting from the suspension or stop work notification in arriving at the 
settlement costs. 

F. DHCS shall not be liable to the Contractor for loss of profits because of any suspension or stop 
work notification issued under this clause. 
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Page 1 of 14 
Exhibit B  

HIPAA Business Associate Addendum 

I. Recitals 

A. This Contract (Agreement) has been determined to constitute a business associate relationship under 
the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the 
Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 ('the HITECH 
Act"), 42 U.S.C. section 17921 et seq., and their implementing privacy and security regulations at 45 
CFR Parts 160 and 164 (“the HIPAA regulations”). 

B. The Department of Health Care Services (“DHCS”) wishes to disclose to Business Associate certain 
information pursuant to the terms of this Agreement, some of which may constitute Protected Health 
Information (“PHI”), including protected health information in electronic media (“ePHI”), under federal 
law, and personal information ("PI") under state law. 

C.  As set forth in this Agreement, Contractor, here and after, is the Business Associate of DHCS acting on 
DHCS' behalf and provides services, arranges, performs or assists in the performance of functions or 
activities on behalf of DHCS and creates, receives, maintains, transmits, uses or discloses PHI and PI. 
DHCS and Business Associate are each a party to this Agreement and are collectively referred to as 
the "parties.” 

D. The purpose of this Addendum is to protect the privacy and security of the PHI and PI that may be 
created, received, maintained, transmitted, used or disclosed pursuant to this Agreement, and to 
comply with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulations, 
including, but not limited to, the requirement that DHCS must enter into a contract containing specific 
requirements with Contractor prior to the disclosure of PHI to Contractor, as set forth in 45 CFR Parts 
160 and 164 and the HITECH Act. 

E. The terms used in this Addendum, but not otherwise defined, shall have the same meanings as those 
terms have in the HIPAA regulations.  Any reference to statutory or regulatory language shall be to 
such language as in effect or as amended. 

II. Definitions 

A. Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and the HIPAA 
regulations. 

B. Business Associate shall have the meaning given to such term under HIPAA, the HITECH Act, and the 
HIPAA regulations. 

C. Covered Entity shall have the meaning given to such term under HIPAA, the HITECH Act, and the 
HIPAA regulations. 

D. Electronic Health Record shall have the meaning given to such term in the HITECH Act, including, but 
not limited to, 42 U.S.C Section 17921 and implementing regulations. 

E. Electronic Protected Health Information (ePHI) means individually identifiable health information 
transmitted by electronic media or maintained in electronic media, including but not limited to electronic 
media as set forth under 45 CFR section 160.103. 

F. Individually Identifiable Health Information means health information, including demographic information 
collected from an individual, that is created or received by a health care provider, health plan, employer 
or health care clearinghouse, and relates to the past, present or future physical or mental health or 
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condition of an individual, the provision of health care to an individual, or the past, present, or future 
payment for the provision of health care to an individual, that identifies the individual or where there is a 
reasonable basis to believe the information can be used to identify the individual, as set forth under 45 
CFR section 160.103. 

G. Privacy Rule shall mean the HIPAA Regulation that is found at 45 CRF Parts 160 and 164. 

H. Personal Information shall have the meaning given to such term in California Civil Code section 
1798.29. 

I. Protected Health Information means individually identifiable health information that is transmitted by 
electronic media, maintained in electronic media, or is transmitted or maintained in any other form or 
medium, as set forth under 45 CFR section 160.103. 

J. Required by law, as set forth under 45 CFR section 164.103, means a mandate contained in law that 
compels an entity to make a use or disclosure of PHI that is enforceable in a court of law.  This 
includes, but is not limited to, court orders and court-ordered warrants, subpoenas or summons issued 
by a court, grand jury, a governmental or tribal inspector general, or an administrative body authorized 
to require the production of information, and a civil or an authorized investigative demand.  It also 
includes Medicare conditions of participation with respect to health care providers participating in the 
program, and statutes or regulations that require the production of information, including statutes or 
regulations that require such information if payment is sought under a government program providing 
public benefits. 

K. Secretary means the Secretary of the U.S. Department of Health and Human Services ("HHS") or the 
Secretary's designee. 

L. Security Incident means the attempted or successful unauthorized access, use, disclosure, 
modification, or destruction of PHI or PI, or confidential data that is essential to the ongoing operation of 
the Business Associate’s organization and intended for internal use; or interference with system 
operations in an information system. 

M. Security Rule shall mean the HIPAA regulation that is found at 45 CFR Parts 160 and 164. 

N. Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42 U.S.C. section 
17932(h), any guidance issued pursuant to such Act and the HIPAA regulations. 

III. Terms of Agreement 

A. Permitted Uses and Disclosures of PHI by Business Associate 

Permitted Uses and Disclosures.  Except as otherwise indicated in this Addendum, Business 
Associate may use or disclose PHI only to perform functions, activities or services specified in this 
Agreement, for, or on behalf of DHCS, provided that such use or disclosure would not violate the 
HIPAA regulations, if done by DHCS. Any such use or disclosure must, to the extent practicable, be 
limited to the limited data set, as defined in 45 CFR section 164.514(e)(2), or, if needed, to the 
minimum necessary to accomplish the intended purpose of such use or disclosure, in compliance with 
the HITECH Act and any guidance issued pursuant to such Act, and the HIPAA regulations. 
1. Specific Use and Disclosure Provisions.  Except as otherwise indicated in this Addendum, 

Business Associate may: 
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a. Use and disclose for management and administration.  Use and disclose  PHI for the proper 
management and administration of the Business Associate provided that such disclosures are 
required by law, or the Business Associate obtains reasonable assurances from the person to 
whom the information is disclosed that it will remain confidential and will be used or further 
disclosed only as required by law or for the purpose for which it was disclosed to the person, 
and the person notifies the Business Associate of any instances of which it is aware that the 
confidentiality of the information has been breached. 

b. Provision of Data Aggregation Services.  Use PHI to provide data aggregation services to 
DHCS.  Data aggregation means the combining of PHI created or received by the Business 
Associate on behalf of DHCS with PHI received by the Business Associate in its capacity as the 
Business Associate of another covered entity, to permit data analyses that relate to the health 
care operations of DHCS. 

B. Prohibited Uses and Disclosures 

1. Business Associate shall not disclose PHI about an individual to a health plan for payment or health 
care operations purposes if the PHI pertains solely to a health care item or service for which the 
health care provider involved has been paid out of pocket in full and the individual requests such 
restriction, in accordance with 42 U.S.C. section 17935(a) and 45 CFR section 164.522(a).   

2. Business Associate shall not directly or indirectly receive remuneration in exchange for PHI, except 
with the prior written consent of DHCS and as permitted by 42 U.S.C. section 17935(d)(2).  

C. Responsibilities of Business Associate 

Business Associate agrees: 

1. Nondisclosure.  Not to use or disclose Protected Health Information (PHI) other than as permitted 
or required by this Agreement or as required by law. 

2. Safeguards.  To implement administrative, physical, and technical safeguards that reasonably and 
appropriately protect the confidentiality, integrity, and availability of the PHI, including electronic 
PHI, that it creates, receives, maintains, uses or transmits on behalf of DHCS, in compliance with 
45 CFR sections 164.308, 164.310 and 164.312, and to prevent use or disclosure of PHI other than 
as provided for by this Agreement. Business Associate shall implement reasonable and appropriate 
policies and procedures to comply with the standards, implementation specifications and other 
requirements of 45 CFR section 164, subpart C, in compliance with 45 CFR section 164.316. 
Business Associate shall develop and maintain a written information privacy and security program 
that includes administrative, technical and physical safeguards appropriate to the size and 
complexity of the Business Associate’s operations and the nature and scope of its activities, and 
which incorporates the requirements of section 3, Security, below.  Business Associate will provide 
DHCS with its current and updated policies. 

3. Security.  To take any and all steps necessary to ensure the continuous security of all 
computerized data systems containing PHI and/or PI, and to protect paper documents containing 
PHI and/or PI. These steps shall include, at a minimum: 

a. Complying with all of the data system security precautions listed in Attachment A, the Business 
Associate Data Security Requirements; 
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b. Achieving and maintaining compliance with the HIPAA Security Rule (45 CFR Parts 160 and 
164), as necessary in conducting operations on behalf of DHCS under this Agreement; 

c. Providing a level and scope of security that is at least comparable to the level and scope of 
security established by the Office of Management and Budget in OMB Circular No. A-130, 
Appendix III - Security of Federal Automated Information Systems, which sets forth guidelines 
for automated information systems in Federal agencies; and 

d. In case of a conflict between any of the security standards contained in any of these 
enumerated sources of security standards, the most stringent shall apply.  The most stringent 
means that safeguard which provides the highest level of protection to PHI from unauthorized 
disclosure.  Further, Business Associate must comply with changes to these standards that 
occur after the effective date of this Agreement. 

Business Associate shall designate a Security Officer to oversee its data security program who shall be 
responsible for carrying out the requirements of this section and for communicating on security 
matters with DHCS. 

D. Mitigation of Harmful Effects.  To mitigate, to the extent practicable, any harmful effect that is known 
to Business Associate of a use or disclosure of PHI by Business Associate or its subcontractors in 
violation of the requirements of this Addendum. 

E. Business Associate’s Agents and Subcontractors. 

1. To enter into written agreements with any agents, including subcontractors and vendors, to whom 
Business Associate provides PHI or PI received from or created or received by Business Associate 
on behalf of DHCS, that impose the same restrictions and conditions on such agents, 
subcontractors and vendors that apply to Business Associate with respect to such PHI and PI under 
this Addendum, and that comply with all applicable provisions of HIPAA, the HITECH Act and the 
HIPAA regulations, including the requirement that any agents, subcontractors or vendors implement 
reasonable and appropriate administrative, physical, and technical safeguards to protect such PHI 
and PI.  Business Associate shall incorporate, when applicable, the relevant provisions of this 
Addendum into each subcontract or subaward to such agents, subcontractors and vendors, 
including the requirement that any security incidents or breaches of unsecured PHI or PI be 
reported to Business Associate. 

2. In accordance with 45 CFR section 164.504(e)(1)(ii), upon Business Associate’s knowledge of a 
material breach or violation by its subcontractor of the agreement between Business Associate and 
the subcontractor, Business Associate shall: 

a. Provide an opportunity for the subcontractor to cure the breach or end the violation and 
terminate the agreement if the subcontractor does not cure the breach or end the violation 
within the time specified by DHCS; or 

b. Immediately terminate the agreement if the subcontractor has breached a material term of the  
agreement and cure is not possible. 

F. Availability of Information to DHCS and Individuals.  To provide access and information: 
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1. To provide access as DHCS may require, and in the time and manner designated by DHCS (upon 
reasonable notice and during Business Associate’s normal business hours) to PHI in a Designated 
Record Set, to DHCS (or, as directed by DHCS), to an Individual, in accordance with 45 CFR 
section 164.524.  Designated Record Set means the group of records maintained for DHCS that 
includes medical, dental and billing records about individuals; enrollment, payment, claims 
adjudication, and case or medical management systems maintained for DHCS health plans; or 
those records used to make decisions about individuals on behalf of DHCS.  Business Associate 
shall use the forms and processes developed by DHCS for this purpose and shall respond to 
requests for access to records transmitted by DHCS within fifteen (15) calendar days of receipt of 
the request by producing the records or verifying that there are none.   

2. If Business Associate maintains an Electronic Health Record with PHI, and an individual requests a 
copy of such information in an electronic format, Business Associate shall provide such information 
in an electronic format to enable DHCS to fulfill its obligations under the HITECH Act, including but 
not limited to, 42 U.S.C. section 17935(e).  

3. If Business Associate receives data from DHCS that was provided to DHCS by the Social Security 
Administration, upon request by DHCS, Business Associate shall provide DHCS with a list of all 
employees, contractors and agents who have access to the Social Security data, including 
employees, contractors and agents of its subcontractors and agents.  

G. Amendment of PHI. To make any amendment(s) to PHI that DHCS directs or agrees to pursuant to 
45 CFR section 164.526, in the time and manner designated by DHCS. 

H. Internal Practices.  To make Business Associate’s internal practices, books and records relating to the 
use and disclosure of PHI received from DHCS, or created or received by Business Associate on behalf 
of DHCS, available to DHCS or to the Secretary of the U.S. Department of Health and Human Services 
in a time and manner designated by DHCS or by the Secretary, for purposes of determining DHCS’ 
compliance with the HIPAA regulations.  If any information needed for this purpose is in the exclusive 
possession of any other entity or person and the other entity or person fails or refuses to furnish the 
information to Business Associate, Business Associate shall so certify to DHCS and shall set forth the 
efforts it made to obtain the information. 

I. Documentation of Disclosures.  To document and make available to DHCS or (at the direction of 
DHCS) to an Individual such disclosures of PHI, and information related to such disclosures, necessary 
to respond to a proper request by the subject Individual for an accounting of disclosures of PHI, in 
accordance with the HITECH Act and its implementing regulations, including but not limited to 45 CFR 
section 164.528 and 42 U.S.C. section 17935(c).   If Business Associate maintains electronic health 
records for DHCS as of January 1, 2009, Business Associate must provide an accounting of 
disclosures, including those disclosures for treatment, payment or health care operations, effective with 
disclosures on or after January 1, 2014.  If Business Associate acquires electronic health records for 
DHCS after January 1, 2009, Business Associate must provide an accounting of disclosures, including 
those disclosures for treatment, payment or health care operations, effective with disclosures on or 
after the date the electronic health record is acquired, or on or after January 1, 2011, whichever date is 
later.  The electronic accounting of disclosures shall be for disclosures during the three years prior to 
the request for an accounting. 

J. Breaches and Security Incidents. During the term of this Agreement, Business Associate agrees to 
implement reasonable systems for the discovery and prompt reporting of any breach or security 
incident, and to take the following steps: 
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1. Notice to DHCS.  (1) To notify DHCS immediately by telephone call plus email or fax upon the 
discovery of a breach of unsecured PHI or PI in electronic media or in any other media if the PHI or 
PI was, or is reasonably believed to have been, accessed or acquired by an unauthorized person, 
or upon the discovery of a suspected security incident that involves data provided to DHCS by the 
Social Security Administration.  (2) To notify DHCS within 24 hours by email or fax of the 
discovery of any suspected security incident, intrusion or unauthorized access, use or disclosure of 
PHI or PI in violation of this Agreement and this Addendum, or potential loss of confidential data 
affecting this Agreement.  A breach shall be treated as discovered by Business Associate as of the 
first day on which the breach is known, or by exercising reasonable diligence would have been 
known, to any person (other than the person committing the breach) who is an employee, officer or 
other agent of Business Associate. 

Notice shall be provided to the DHCS Program Contract Manager, the DHCS Privacy Officer and 
the DHCS Information Security Officer.  If the incident occurs after business hours or on a weekend 
or holiday and involves electronic PHI, notice shall be provided by calling the DHCS ITSD Service 
Desk.  Notice shall be made using the “DHCS Privacy Incident Report” form, including all 
information known at the time.  Business Associate shall use the most current version of this form, 
which is posted on the DHCS Privacy Office website (www.dhcs.ca.gov, then select “Privacy” in the 
left column and then “Business Use” near the middle of the page) or use this link:  
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOnly.aspx

Upon discovery of a breach or suspected security incident, intrusion or unauthorized access, use or 
disclosure of PHI or PI, Business Associate shall take: 

a. Prompt corrective action to mitigate any risks or damages involved with the breach and to 
protect the operating environment; and 

b. Any action pertaining to such unauthorized disclosure required by applicable Federal and State 
laws and regulations. 

2. Investigation and Investigation Report. To immediately investigate such security incident, 
breach, or unauthorized access, use or disclosure of PHI or PI.  Within 72 hours of the discovery, 
Business Associate shall submit an updated “DHCS Privacy Incident Report” containing the 
information marked with an asterisk and all other applicable information listed on the form, to the 
extent known at that time, to the DHCS Program Contract Manager, the DHCS Privacy Officer, and 
the DHCS Information Security Officer: 

3. Complete Report.  To provide a complete report of the investigation to the DHCS Program 
Contract Manager, the DHCS Privacy Officer, and the DHCS Information Security Officer within ten 
(10) working days of the discovery of the breach or unauthorized use or disclosure.  The report shall 
be submitted on the “DHCS Privacy Incident Report” form and shall include an assessment of all 
known factors relevant to a determination of whether a breach occurred under applicable provisions 
of HIPAA, the HITECH Act, the HIPAA regulations and/or state law.  The report shall also include a 
full, detailed corrective action plan, including information on measures that were taken to halt and/or 
contain the improper use or disclosure.  If DHCS requests information in addition to that listed on 
the ”DHCS Privacy Incident Report” form, Business Associate shall make reasonable efforts to 
provide DHCS with such information.  If necessary, a Supplemental Report may be used to submit 
revised or additional information after the completed report is submitted, by submitting the revised 
or additional information on an updated “DHCS Privacy Incident Report” form.  DHCS will review 
and approve the determination of whether a breach occurred and individual notifications are 
required, and the corrective action plan.
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4. Notification of Individuals.  If the cause of a breach of PHI or PI is attributable to Business 
Associate or its subcontractors, agents or vendors, Business Associate shall notify individuals of the 
breach or unauthorized use or disclosure when notification is required under state or federal law 
and shall pay any costs of such notifications, as well as any costs associated with the breach.  The 
notifications shall comply with the requirements set forth in 42 U.S.C. section 17932 and its 
implementing regulations, including, but not limited to, the requirement that the notifications be 
made without unreasonable delay and in no event later than 60 calendar days.  The DHCS 
Program Contract Manager, the DHCS Privacy Officer, and the DHCS Information Security Officer 
shall approve the time, manner and content of any such notifications and their review and approval 
must be obtained before the notifications are made. 

5. Responsibility for Reporting of Breaches.  If the cause of a breach of PHI or PI is attributable to 
Business Associate or its agents, subcontractors or vendors, Business Associate is responsible for 
all required reporting of the breach as specified in 42 U.S.C. section 17932 and its implementing 
regulations, including notification to media outlets and to the Secretary.  If a breach of unsecured 
PHI involves more than 500 residents of the State of California or its jurisdiction, Business 
Associate shall notify the Secretary of the breach immediately upon discovery of the breach.  If 
Business Associate has reason to believe that duplicate reporting of the same breach or incident 
may occur because its subcontractors, agents or vendors may report the breach or incident to 
DHCS in addition to Business Associate, Business Associate shall notify DHCS, and DHCS and 
Business Associate may take appropriate action to prevent duplicate reporting.  The breach 
reporting requirements of this paragraph are in addition to the reporting requirements set forth in 
subsection 1, above. 

6. DHCS Contact Information.  To direct communications to the above referenced DHCS staff, the 
Contractor shall initiate contact as indicated herein.  DHCS reserves the right to make changes to 
the contact information below by giving written notice to the Contractor.  Said changes shall not 
require an amendment to this Addendum or the Agreement to which it is incorporated. 

DHCS Program 
Contract Manager 

DHCS Privacy Officer DHCS Information Security Officer 

See the Scope of Work 
exhibit for Program 
Contract Manager 
information  

Privacy Officer 
c/o: Office of HIPAA Compliance 
Department of Health Care Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 

Email: privacyofficer@dhcs.ca.gov

Telephone:  (916) 445-4646 

Fax: (916) 440-7680 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Email:  iso@dhcs.ca.gov
Fax:     (916) 440-5537 

Telephone:  ITSD Service Desk 
(916) 440-7000 or 

 (800) 579-0874 
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K. Termination of Agreement.  In accordance with Section 13404(b) of the HITECH Act and to the extent 
required by the HIPAA regulations, if Business Associate knows of a material breach or violation by 
DHCS of this Addendum, it shall take the following steps: 

1. Provide an opportunity for DHCS to cure the breach or end the violation and terminate the 
Agreement if DHCS does not cure the breach or end the violation within the time specified by 
Business Associate; or 

2. Immediately terminate the Agreement if DHCS has breached a material term of the Addendum and 
cure is not possible. 

L. Due Diligence.  Business Associate shall exercise due diligence and shall take reasonable steps to 
ensure that it remains in compliance with this Addendum and is in compliance with applicable 
provisions of HIPAA, the HITECH Act and the HIPAA regulations, and that its agents, subcontractors 
and vendors are in compliance with their obligations as required by this Addendum. 

M. Sanctions and/or Penalties.  Business Associate understands that a failure to comply with the 
provisions of HIPAA, the HITECH Act and the HIPAA regulations that are applicable to Business 
Associate may result in the imposition of sanctions and/or penalties on Business Associate under 
HIPAA, the HITECH Act and the HIPAA regulations. 

IV. Obligations of DHCS 

DHCS agrees to: 

A. Notice of Privacy Practices.  Provide Business Associate with the Notice of Privacy Practices that 
DHCS produces in accordance with 45 CFR section 164.520, as well as any changes to such notice.  
Visit the DHCS Privacy Office to view the most current Notice of Privacy Practices at: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/default.aspx or the DHCS website at 
www.dhcs.ca.gov (select “Privacy in the left column and “Notice of Privacy Practices” on the right side 
of the page). 

B. Permission by Individuals for Use and Disclosure of PHI.  Provide the Business Associate with any 
changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect 
the Business Associate’s permitted or required uses and disclosures. 

C. Notification of Restrictions.  Notify the Business Associate of any restriction to the use or disclosure 
of PHI that DHCS has agreed to in accordance with 45 CFR section 164.522, to the extent that such 
restriction may affect the Business Associate’s use or disclosure of PHI. 

D. Requests Conflicting with HIPAA Rules.  Not request the Business Associate to use or disclose PHI 
in any manner that would not be permissible under the HIPAA regulations if done by DHCS. 

V. Audits, Inspection and Enforcement 

A. From time to time, DHCS may inspect the facilities, systems, books and records of Business Associate 
to monitor compliance with this Agreement and this Addendum.  Business Associate shall promptly 
remedy any violation of any provision of this Addendum and shall certify the same to the DHCS Privacy 
Officer in writing.  The fact that DHCS inspects, or fails to inspect, or has the right to inspect, Business 
Associate’s facilities, systems and procedures does not relieve Business Associate of its responsibility 
to comply with this Addendum, nor does DHCS’: 
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1. Failure to detect or 

2. Detection, but failure to notify Business Associate or require Business Associate’s remediation of 
any unsatisfactory practices constitute acceptance of such practice or a waiver of DHCS’ 
enforcement rights under this Agreement and this Addendum. 

B. If Business Associate is the subject of an audit, compliance review, or complaint investigation by the 
Secretary or the Office of Civil Rights, U.S. Department of Health and Human Services, that is related 
to the performance of its obligations pursuant to this HIPAA Business Associate Addendum, Business 
Associate shall notify DHCS and provide DHCS with a copy of any PHI or PI that Business Associate 
provides to the Secretary or the Office of Civil Rights concurrently with providing such PHI or PI to the 
Secretary.  Business Associate is responsible for any civil penalties assessed due to an audit or 
investigation of Business Associate, in accordance with 42 U.S.C. section 17934(c). 

VI. Termination 

A. Term.  The Term of this Addendum shall commence as of the effective date of this Addendum and 
shall extend beyond the termination of the contract and shall terminate when all the PHI provided by 
DHCS to Business Associate, or created or received by Business Associate on behalf of DHCS, is 
destroyed or returned to DHCS, in accordance with 45 CFR 164.504(e)(2)(ii)(I). 

B. Termination for Cause.  In accordance with 45 CFR section 164.504(e)(1)(ii), upon DHCS’ knowledge 
of a material breach or violation of this Addendum by Business Associate, DHCS shall: 

1. Provide an opportunity for Business Associate to cure the breach or end the violation and terminate 
this Agreement if Business Associate does not cure the breach or end the violation within the time 
specified by DHCS; or 

2. Immediately terminate this Agreement if Business Associate has breached a material term of this 
Addendum and cure is not possible. 

C. Judicial or Administrative Proceedings.  Business Associate will notify DHCS if it is named as a 
defendant in a criminal proceeding for a violation of HIPAA.  DHCS may terminate this Agreement if 
Business Associate is found guilty of a criminal violation of HIPAA.  DHCS may terminate this 
Agreement if a finding or stipulation that the Business Associate has violated any standard or 
requirement of HIPAA, or other security or privacy laws is made in any administrative or civil 
proceeding in which the Business Associate is a party or has been joined. 

D. Effect of Termination.  Upon termination or expiration of this Agreement for any reason, Business 
Associate shall return or destroy all PHI received from DHCS (or created or received by Business 
Associate on behalf of DHCS) that Business Associate still maintains in any form, and shall retain no 
copies of such PHI.  If return or destruction is not feasible, Business Associate shall notify DHCS of the 
conditions that make the return or destruction infeasible, and DHCS and Business Associate shall 
determine the terms and conditions under which Business Associate may retain the PHI.  Business 
Associate shall continue to extend the protections of this Addendum to such PHI, and shall limit further 
use of such PHI to those purposes that make the return or destruction of such PHI infeasible.  This 
provision shall apply to PHI that is in the possession of subcontractors or agents of Business Associate. 

VII. Miscellaneous Provisions 

A. Disclaimer.  DHCS makes no warranty or representation that compliance by Business Associate with 
this Addendum, HIPAA or the HIPAA regulations will be adequate or satisfactory for Business 
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Associate’s own purposes or that any information in Business Associate’s possession or control, or 
transmitted or received by Business Associate, is or will be secure from unauthorized use or disclosure.  
Business Associate is solely responsible for all decisions made by Business Associate regarding the 
safeguarding of PHI. 

B. Amendment.  The parties acknowledge that federal and state laws relating to electronic data security 
and privacy are rapidly evolving and that amendment of this Addendum may be required to provide for 
procedures to ensure compliance with such developments.  The parties specifically agree to take such 
action as is necessary to implement the standards and requirements of HIPAA, the HITECH Act, the 
HIPAA regulations and other applicable laws relating to the security or privacy of PHI.  Upon DHCS’ 
request, Business Associate agrees to promptly enter into negotiations with DHCS concerning an 
amendment to this Addendum embodying written assurances consistent with the standards and 
requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws.  DHCS may 
terminate this Agreement upon thirty (30) days written notice in the event: 

1. Business Associate does not promptly enter into negotiations to amend this Addendum when 
requested by DHCS pursuant to this Section; or 

2. Business Associate does not enter into an amendment providing assurances regarding the 
safeguarding of PHI that DHCS in its sole discretion, deems sufficient to satisfy the standards and 
requirements of HIPAA and the HIPAA regulations. 

C. Assistance in Litigation or Administrative Proceedings.  Business Associate shall make itself and 
any subcontractors, employees or agents assisting Business Associate in the performance of its 
obligations under this Agreement, available to DHCS at no cost to DHCS to testify as witnesses, or 
otherwise, in the event of litigation or administrative proceedings being commenced against DHCS, its 
directors, officers or employees based upon claimed violation of HIPAA, the HIPAA regulations or other 
laws relating to security and privacy, which involves inactions or actions by the Business Associate, 
except where Business Associate or its subcontractor, employee or agent is a named adverse party. 

D. No Third-Party Beneficiaries.  Nothing express or implied in the terms and conditions of this 
Addendum is intended to confer, nor shall anything herein confer, upon any person other than DHCS or 
Business Associate and their respective successors or assignees, any rights, remedies, obligations or 
liabilities whatsoever. 

E. Interpretation.  The terms and conditions in this Addendum shall be interpreted as broadly as 
necessary to implement and comply with HIPAA, the HITECH Act, the HIPAA regulations and 
applicable state laws.  The parties agree that any ambiguity in the terms and conditions of this 
Addendum shall be resolved in favor of a meaning that complies and is consistent with HIPAA, the 
HITECH Act and the HIPAA regulations. 

F. Regulatory References.  A reference in the terms and conditions of this Addendum to a section in the 
HIPAA regulations means the section as in effect or as amended. 

G. Survival. The respective rights and obligations of Business Associate under Section VI.D of this 
Addendum shall survive the termination or expiration of this Agreement. 

H. No Waiver of Obligations.  No change, waiver or discharge of any liability or obligation hereunder on 
any one or more occasions shall be deemed a waiver of performance of any continuing or other 
obligation, or shall prohibit enforcement of any obligation, on any other occasion. 
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Attachment A 
Business Associate Data Security Requirements 

I. Personnel Controls

A. Employee Training.  All workforce members who assist in the performance of functions or 
activities on behalf of DHCS, or access or disclose DHCS PHI or PI must complete information 
privacy and security training, at least annually, at Business Associate’s expense. Each workforce 
member who receives information privacy and security training must sign a certification, indicating 
the member’s name and the date on which the training was completed.  These certifications must 
be retained for a period of six (6) years following contract termination. 

B. Employee Discipline.  Appropriate sanctions must be applied against workforce members who fail 
to comply with privacy policies and procedures or any provisions of these requirements, including 
termination of employment where appropriate. 

C. Confidentiality Statement.  All persons that will be working with DHCS PHI or PI must sign a 
confidentiality statement that includes, at a minimum, General Use, Security and Privacy 
Safeguards, Unacceptable Use, and Enforcement Policies.  The statement must be signed by the 
workforce member prior to access to DHCS PHI or PI.  The statement must be renewed annually.  
The Contractor shall retain each person’s written confidentiality statement for DHCS inspection for a 
period of six (6) years following contract termination. 

D. Background Check.  Before a member of the workforce may access DHCS PHI or PI, a thorough 
background check of that worker must be conducted, with evaluation of the results to assure that 
there is no indication that the worker may present a risk to the security or integrity of confidential 
data or a risk for theft or misuse of confidential data.  The Contractor shall retain each workforce 
member’s background check documentation for a period of three (3) years following contract 
termination. 

II. Technical Security Controls 

A. Workstation/Laptop encryption.  All workstations and laptops that process and/or store DHCS 
PHI or PI must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such 
as Advanced Encryption Standard (AES).   The encryption solution must be full disk unless 
approved by the DHCS Information Security Office. 

B. Server Security. Servers containing unencrypted DHCS PHI or PI must have sufficient 
administrative, physical, and technical controls in place to protect that data, based upon a risk 
assessment/system security review. 

C. Minimum Necessary. Only the minimum necessary amount of DHCS PHI or PI required to perform 
necessary business functions may be copied, downloaded, or exported. 

D. Removable media devices.  All electronic files that contain DHCS PHI or PI data must be 
encrypted when stored on any removable media or portable device (i.e. USB thumb drives, floppies, 
CD/DVD, Blackberry, backup tapes etc.).  Encryption must be a FIPS 140-2 certified algorithm 
which is 128bit or higher, such as AES. 
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E. Antivirus software.  All workstations, laptops and other systems that process and/or store DHCS 
PHI or PI must install and actively use comprehensive anti-virus software solution with automatic 
updates scheduled at least daily. 

F. Patch Management.  All workstations, laptops and other systems that process and/or store DHCS 
PHI or PI must have critical security patches applied, with system reboot if necessary.  There must 
be a documented patch management process which determines installation timeframe based on 
risk assessment and vendor recommendations.  At a maximum, all applicable patches must be 
installed within 30 days of vendor release. 

G. User IDs and Password Controls.  All users must be issued a unique user name for accessing 
DHCS PHI or PI.  Username must be promptly disabled, deleted, or the password changed upon 
the transfer or termination of an employee with knowledge of the password, at maximum within 24 
hours. Passwords are not to be shared.  Passwords must be at least eight characters and must be 
a non-dictionary word.  Passwords must not be stored in readable format on the computer.  
Passwords must be changed every 90 days, preferably every 60 days.  Passwords must be 
changed if revealed or compromised.  Passwords must be composed of characters from at least 
three of the following four groups from the standard keyboard: 

 Upper case letters (A-Z) 
 Lower case letters (a-z) 
 Arabic numerals (0-9) 
 Non-alphanumeric characters (punctuation symbols) 

H. Data Destruction.  When no longer needed, all DHCS PHI or PI must be wiped using the Gutmann 
or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, or by degaussing. Media may 
also be physically destroyed in accordance with NIST Special Publication 800-88. Other methods 
require prior written permission of the DHCS Information Security Office. 

I. System Timeout.  The system providing access to DHCS PHI or PI must provide an automatic 
timeout, requiring re-authentication of the user session after no more than 20 minutes of inactivity. 

J. Warning Banners.  All systems providing access to DHCS PHI or PI must display a warning 
banner stating that data is confidential, systems are logged, and system use is for business 
purposes only by authorized users.  User must be directed to log off the system if they do not agree 
with these requirements. 

K. System Logging.  The system must maintain an automated audit trail which can identify the user 
or system process which initiates a request for DHCS PHI or PI, or which alters DHCS PHI or PI.  
The audit trail must be date and time stamped, must log both successful and failed accesses, must 
be read only, and must be restricted to authorized users.  If DHCS PHI or PI is stored in a 
database, database logging functionality must be enabled.  Audit trail data must be archived for at 
least 3 years after occurrence. 

L. Access Controls.  The system providing access to DHCS PHI or PI must use role based access 
controls for all user authentications, enforcing the principle of least privilege. 
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M. Transmission encryption.  All data transmissions of DHCS PHI or PI outside the secure internal 
network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit or higher, such as 
AES.  Encryption can be end to end at the network level, or the data files containing PHI can be 
encrypted.  This requirement pertains to any type of PHI or PI in motion such as website access, file 
transfer, and E-Mail. 

N. Intrusion Detection. All systems involved in accessing, holding, transporting, and protecting DHCS 
PHI or PI that are accessible via the Internet must be protected by a comprehensive intrusion 
detection and prevention solution. 

III. Audit Controls 

A. System Security Review.  All systems processing and/or storing DHCS PHI or PI must have at 
least an annual system risk assessment/security review which provides assurance that 
administrative, physical, and technical controls are functioning effectively and providing adequate 
levels of protection.  Reviews should include vulnerability scanning tools. 

B. Log Reviews.  All systems processing and/or storing DHCS PHI or PI must have a routine 
procedure in place to review system logs for unauthorized access. 

C. Change Control.  All systems processing and/or storing DHCS PHI or PI must have a documented 
change control procedure that ensures separation of duties and protects the confidentiality, integrity 
and availability of data. 

IV. Business Continuity / Disaster Recovery Controls 

A. Emergency Mode Operation Plan.  Contractor must establish a documented plan to enable 
continuation of critical business processes and protection of the security of electronic DHCS PHI or 
PI in the event of an emergency.  Emergency means any circumstance or situation that causes 
normal computer operations to become unavailable for use in performing the work required under 
this Agreement for more than 24 hours. 

B. Data Backup Plan.  Contractor must have established documented procedures to backup DHCS 
PHI to maintain retrievable exact copies of DHCS PHI or PI.  The plan must include a regular 
schedule for making backups, storing backups offsite, an inventory of backup media, and an 
estimate of the amount of time needed to restore DHCS PHI or PI should it be lost.  At a minimum, 
the schedule must be a weekly full backup and monthly offsite storage of DHCS data. 

V. Paper Document Controls 

A. Supervision of Data.  DHCS PHI or PI in paper form shall not be left unattended at any time, 
unless it is locked in a file cabinet, file room, desk or office.  Unattended means that information is 
not being observed by an employee authorized to access the information.  DHCS PHI or PI in paper 
form shall not be left unattended at any time in vehicles or planes and shall not be checked in 
baggage on commercial airplanes. 

B. Escorting Visitors. Visitors to areas where DHCS PHI or PI is contained shall be escorted and 
DHCS PHI or PI shall be kept out of sight while visitors are in the area. 
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C. Confidential Destruction. DHCS PHI or PI must be disposed of through confidential means, such 
as cross cut shredding and pulverizing. 

D. Removal of Data. DHCS PHI or PI must not be removed from the premises of the Contractor 
except with express written permission of DHCS. 

E. Faxing. Faxes containing DHCS PHI or PI shall not be left unattended and fax machines shall be 
in secure areas.  Faxes shall contain a confidentiality statement notifying persons receiving faxes in 
error to destroy them.  Fax numbers shall be verified with the intended recipient before sending the 
fax. 

F. Mailing. Mailings of DHCS PHI or PI shall be sealed and secured from damage or inappropriate 
viewing of PHI or PI to the extent possible.  Mailings which include 500 or more individually 
identifiable records of DHCS PHI or PI in a single package shall be sent using a tracked mailing 
method which includes verification of delivery and receipt, unless the prior written permission of 
DHCS to use another method is obtained.  
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1. Definitions.  For purposes of this Exhibit, the following definitions shall apply:

A. Public Information:  Information that is not exempt from disclosure under the provisions of the 
California Public Records Act (Government Code sections 6250-6265) or other applicable state or 
federal laws. 

B. Confidential Information:  Information that is exempt from disclosure under the provisions of the 
California Public Records Act (Government Code sections 6250-6265) or other applicable state or 
federal laws. 

C. Sensitive Information:  Information that requires special precautions to protect from unauthorized 
use, access, disclosure, modification, loss, or deletion.  Sensitive Information may be either Public 
Information or Confidential Information.  It is information that requires a higher than normal 
assurance of accuracy and completeness.  Thus, the key factor for Sensitive Information is that of 
integrity.  Typically, Sensitive Information includes records of agency financial transactions and 
regulatory actions. 

D. Personal Information:  Information that identifies or describes an individual, including, but not 
limited to, their name, social security number, physical description, home address, home 
telephone number, education, financial matters, and medical or employment history.  It is DHCS’ 
policy to consider all information about individuals private unless such information is 
determined to be a public record.  This information must be protected from inappropriate 
access, use, or disclosure and must be made accessible to data subjects upon request.  Personal 
Information includes the following: 

Notice-triggering Personal Information:  Specific items of personal information (name plus Social 
Security number, driver license/California identification card number, or financial account number) 
that may trigger a requirement to notify individuals if it is acquired by an unauthorized person.  For 
purposes of this provision, identity shall include, but not be limited to name, identifying number, 
symbol, or other identifying particular assigned to the individual, such as finger or voice print or a 
photograph.  See Civil Code sections 1798.29 and 1798.82. 

2. Nondisclosure.  The Contractor and its employees, agents, or subcontractors shall protect from 
unauthorized disclosure any Personal Information, Sensitive Information, or Confidential Information 
(hereinafter identified as PSCI). 

3. The Contractor and its employees, agents, or subcontractors shall not use any PSCI for any purpose 
other than carrying out the Contractor's obligations under this Agreement. 

4. The Contractor and its employees, agents, or subcontractors shall promptly transmit to the DHCS 
Program Contract Manager all requests for disclosure of any PSCI not emanating from the person 
who is the subject of PSCI. 

5. The Contractor shall not disclose, except as otherwise specifically permitted by this Agreement or 
authorized by the person who is the subject of PSCI, any PSCI to anyone other than DHCS without 
prior written authorization from the DHCS Program Contract Manager, except if disclosure is required 
by State or Federal law. 
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6. The Contractor shall observe the following requirements:

A. Safeguards.  The Contractor shall implement administrative, physical, and technical safeguards 
that reasonably and appropriately protect the confidentiality, integrity, and availability of the PSCI, 
including electronic PSCI that it creates, receives, maintains, uses, or transmits on behalf of 
DHCS.  Contractor shall develop and maintain a written information privacy and security program 
that includes administrative, technical and physical safeguards appropriate to the size and 
complexity of the Contractor’s operations and the nature and scope of its activities, Including at a 
minimum the following safeguards: 

1) Personnel Controls

a. Employee Training.  All workforce members who assist in the performance of functions or 
activities on behalf of DHCS, or access or disclose DHCS PSCI, must complete 
information privacy and security training, at least annually, at Business Associate’s 
expense. Each workforce member who receives information privacy and security training 
must sign a certification, indicating the member’s name and the date on which the training 
was completed.  These certifications must be retained for a period of six (6) years following 
contract termination. 

b. Employee Discipline.  Appropriate sanctions must be applied against workforce members 
who fail to comply with privacy policies and procedures or any provisions of these 
requirements, including termination of employment where appropriate. 

c. Confidentiality Statement.  All persons that will be working with DHCS PHI or PI must 
sign a confidentiality statement that includes, at a minimum, General Use, Security and 
Privacy Safeguards, Unacceptable Use, and Enforcement Policies.  The statement must 
be signed by the workforce member prior to access to DHCS PHI or PI.  The statement 
must be renewed annually.  The Contractor shall retain each person’s written 
confidentiality statement for DHCS inspection for a period of six (6) years following contract 
termination. 

d. Background Check.  Before a member of the workforce may access DHCS PHI or PI, a 
thorough background check of that worker must be conducted, with evaluation of the 
results to assure that there is no indication that the worker may present a risk to the 
security or integrity of confidential data or a risk for theft or misuse of confidential data.  
The Contractor shall retain each workforce member’s background check documentation for 
a period of three (3) years following contract termination. 

2) Technical Security Controls 

a. Workstation/Laptop encryption.  All workstations and laptops that process and/or store 
DHCS PHI or PI must be encrypted using a FIPS 140-2 certified algorithm which is 128bit 
or higher, such as Advanced Encryption Standard (AES).  The encryption solution must be 
full disk unless approved by the DHCS Information Security Office. 

b. Server Security. Servers containing unencrypted DHCS PHI or PI must have sufficient 
administrative, physical, and technical controls in place to protect that data, based upon a 
risk assessment/system security review. 
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c. Minimum Necessary. Only the minimum necessary amount of DHCS PHI or PI required 
to perform necessary business functions may be copied, downloaded, or exported. 

d. Removable media devices.  All electronic files that contain DHCS PHI or PI data must be 
encrypted when stored on any removable media or portable device (i.e. USB thumb drives, 
floppies, CD/DVD, Blackberry, backup tapes etc.).  Encryption must be a FIPS 140-2 
certified algorithm which is 128bit or higher, such as AES. 

e. Antivirus software.  All workstations, laptops and other systems that process and/or store 
DHCS PHI or PI must install and actively use comprehensive anti-virus software solution 
with automatic updates scheduled at least daily. 

f. Patch Management.  All workstations, laptops and other systems that process and/or 
store DHCS PHI or PI must have critical security patches applied, with system reboot if 
necessary.  There must be a documented patch management process which determines 
installation timeframe based on risk assessment and vendor recommendations.  At a 
maximum, all applicable patches must be installed within 30 days of vendor release. 

g. User IDs and Password Controls.  All users must be issued a unique user name for 
accessing DHCS PHI or PI.  Username must be promptly disabled, deleted, or the 
password changed upon the transfer or termination of an employee with knowledge of the 
password, at maximum within 24 hours. Passwords are not to be shared.  Passwords must 
be at least eight characters and must be a non-dictionary word.  Passwords must not be 
stored in readable format on the computer.  Passwords must be changed every 90 days, 
preferably every 60 days.  Passwords must be changed if revealed or compromised.  
Passwords must be composed of characters from at least three of the following four 
groups from the standard keyboard: 

 Upper case letters (A-Z) 
 Lower case letters (a-z) 
 Arabic numerals (0-9) 
 Non-alphanumeric characters (punctuation symbols) 

h. Data Destruction.  When no longer needed, all DHCS PHI or PI must be wiped using the 
Gutmann or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, or by 
degaussing. Media may also be physically destroyed in accordance with NIST Special 
Publication 800-88. Other methods require prior written permission of the DHCS 
Information Security Office. 

i. System Timeout.  The system providing access to DHCS PHI or PI must provide an 
automatic timeout, requiring re-authentication of the user session after no more than 20 
minutes of inactivity. 

j. Warning Banners.  All systems providing access to DHCS PHI or PI must display a 
warning banner stating that data is confidential, systems are logged, and system use is for 
business purposes only by authorized users.  User must be directed to log off the system if 
they do not agree with these requirements. 

k. System Logging.  The system must maintain an automated audit trail which can identify 
the user or system process which initiates a request for DHCS PHI or PI, or which alters 
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DHCS PHI or PI.  The audit trail must be date and time stamped, must log both successful 
and failed accesses, must be read only, and must be restricted to authorized users.  If 
DHCS PHI or PI is stored in a database, database logging functionality must be enabled.  
Audit trail data must be archived for at least 3 years after occurrence. 

l. Access Controls.  The system providing access to DHCS PHI or PI must use role based 
access controls for all user authentications, enforcing the principle of least privilege. 

m. Transmission encryption.  All data transmissions of DHCS PHI or PI outside the secure 
internal network must be encrypted using a FIPS 140-2 certified algorithm which is 128bit 
or higher, such as AES.  Encryption can be end to end at the network level, or the data 
files containing PHI can be encrypted.  This requirement pertains to any type of PHI or PI 
in motion such as website access, file transfer, and E-Mail. 

n. Intrusion Detection. All systems involved in accessing, holding, transporting, and 
protecting DHCS PHI or PI that are accessible via the Internet must be protected by a 
comprehensive intrusion detection and prevention solution. 

3) Audit Controls 

a. System Security Review.  All systems processing and/or storing DHCS PHI or PI must 
have at least an annual system risk assessment/security review which provides assurance 
that administrative, physical, and technical controls are functioning effectively and 
providing adequate levels of protection.  Reviews should include vulnerability scanning 
tools. 

b. Log Reviews.  All systems processing and/or storing DHCS PHI or PI must have a routine 
procedure in place to review system logs for unauthorized access. 

c. Change Control.  All systems processing and/or storing DHCS PHI or PI must have a 
documented change control procedure that ensures separation of duties and protects the 
confidentiality, integrity and availability of data. 

4) Business Continuity / Disaster Recovery Controls 

a. Emergency Mode Operation Plan.  Contractor must establish a documented plan to 
enable continuation of critical business processes and protection of the security of 
electronic DHCS PHI or PI in the event of an emergency.  Emergency means any 
circumstance or situation that causes normal computer operations to become unavailable 
for use in performing the work required under this Agreement for more than 24 hours. 

b. Data Backup Plan.  Contractor must have established documented procedures to backup 
DHCS PHI to maintain retrievable exact copies of DHCS PHI or PI.  The plan must include 
a regular schedule for making backups, storing backups offsite, an inventory of backup 
media, and an estimate of the amount of time needed to restore DHCS PHI or PI should it 
be lost.  At a minimum, the schedule must be a weekly full backup and monthly offsite 
storage of DHCS data. 

5) Paper Document Controls
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a. Supervision of Data.  DHCS PHI or PI in paper form shall not be left unattended at any 
time, unless it is locked in a file cabinet, file room, desk or office.  Unattended means that 
information is not being observed by an employee authorized to access the information.  
DHCS PHI or PI in paper form shall not be left unattended at any time in vehicles or planes 
and shall not be checked in baggage on commercial airplanes. 

b. Escorting Visitors. Visitors to areas where DHCS PHI or PI is contained shall be 
escorted and DHCS PHI or PI shall be kept out of sight while visitors are in the area. 

c. Confidential Destruction. DHCS PHI or PI must be disposed of through confidential 
means, such as cross cut shredding and pulverizing. 

d. Removal of Data. DHCS PHI or PI must not be removed from the premises of the 
Contractor except with express written permission of DHCS. 

e. Faxing. Faxes containing DHCS PHI or PI shall not be left unattended and fax machines 
shall be in secure areas.  Faxes shall contain a confidentiality statement notifying persons 
receiving faxes in error to destroy them.  Fax numbers shall be verified with the intended 
recipient before sending the fax. 

f. Mailing. Mailings of DHCS PHI or PI shall be sealed and secured from damage or 
inappropriate viewing of PHI or PI to the extent possible.  Mailings which include 500 or 
more individually identifiable records of DHCS PHI or PI in a single package shall be sent 
using a tracked mailing method which includes verification of delivery and receipt, unless 
the prior written permission of DHCS to use another method is obtained. 

B. Security Officer. The Contractor shall designate a Security Officer to oversee its data security 
program who will be responsible for carrying out its privacy and security programs and for 
communicating on security matters with DHCS.

C. Discovery and Notification of Breach.  The Contractor shall notify DHCS immediately by 
telephone call plus email or fax upon the discovery of breach of security of PSCI in 
computerized form if the PSCI was, or is reasonably believed to have been, acquired by an 
unauthorized person, or upon the discovery of a suspected security incident that involves data 
provided to DHCS by the Social Security Administration or within twenty-four (24) hours by 
email or fax of the discovery of any suspected security incident, intrusion or unauthorized use or 
disclosure of PSCI in violation of this Agreement, or potential loss of confidential data affecting this 
Agreement.  Notification shall be provided to the DHCS Program Contract Manager, the DHCS 
Privacy Officer and the DHCS Information Security Officer.  Notice shall be made using the 
“DHCS Privacy Incident Report” form, including all information known at the time.  The Contractor 
shall use the most current version of this form, which is posted on the DHCS Privacy Office 
website (www.dhcs.ca.gov, then select “Privacy” in the left column and then “Business Use” near 
the middle of the page) or use this link:  
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusinessAssociatesOnly.aspx  If the 
incident occurs after business hours or on a weekend or holiday and involves electronic PSCI, 
notification shall be provided by calling the DHCS Information Technology Services Division 
(ITSD) Help Desk.  Contractor shall take: 

1) Prompt corrective action to mitigate any risks or damages involved with the breach and to 
protect the operating environment and 
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2) Any action pertaining to such unauthorized disclosure required by applicable Federal and 
State laws and regulations. 

D. Investigation of Breach.  The Contractor shall immediately investigate such security incident, 
breach, or unauthorized use or disclosure of PSCI and within seventy-two (72) hours of the 
discovery, The Contractor shall submit an updated “DHCS  Privacy Incident Report” containing the 
information marked with an asterisk and all other applicable information listed on the form, to the 
extent known at that time, to the DHCS Program Contract Manager, the DHCS Privacy Officer, 
and the DHCS Information Security Officer: 

E. Written Report.  The Contractor shall provide a written report of the investigation to the DHCS 
Program Contract Manager, the DHCS Privacy Officer, and the DHCS Information Security Officer 
within ten (10) working days of the discovery of the breach or unauthorized use or disclosure.  The 
report shall include, but not be limited to, the information specified above, as well as a full, detailed 
corrective action plan, including information on measures that were taken to halt and/or contain 
the improper use or disclosure. 

F. Notification of Individuals.  The Contractor shall notify individuals of the breach or unauthorized 
use or disclosure when notification is required under state or federal law and shall pay any costs 
of such notifications, as well as any costs associated with the breach.  The DHCS Program 
Contract Manager, the DHCS Privacy Officer, and the DHCS Information Security Officer shall 
approve the time, manner and content of any such notifications. 

7. Affect on lower tier transactions.  The terms of this Exhibit shall apply to all contracts, subcontracts, 
and subawards, regardless of whether they are for the acquisition of services, goods, or commodities.  
The Contractor shall incorporate the contents of this Exhibit into each subcontract or subaward to its 
agents, subcontractors, or independent consultants. 

8. Contact Information.  To direct communications to the above referenced DHCS staff, the Contractor 
shall initiate contact as indicated herein.  DHCS reserves the right to make changes to the contact 
information below by giving written notice to the Contractor.  Said changes shall not require an 
amendment to this Exhibit or the Agreement to which it is incorporated. 

DHCS Program Contract 
Manager 

DHCS Privacy Officer DHCS Information Security Officer 

See the Scope of Work 
exhibit for Program 
Contract Manager 
information 

Privacy Officer 
c/o Office of Legal Services 
Department of Health Care Services 
P.O. Box 997413, MS 0011 
Sacramento, CA 95899-7413 

Email: privacyofficer@dhcs.ca.gov

Telephone:  (916) 445-4646 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Email:  iso@dhcs.ca.gov

Telephone:  ITSD Help Desk 
(916) 440-7000 or 

 (800) 579-0874 

9. Audits and Inspections.  From time to time, DHCS may inspect the facilities, systems, books and 
records of the Contractor to monitor compliance with the safeguards required in the Information 
Confidentiality and Security Requirements (ICSR) exhibit.  Contractor shall promptly remedy any 
violation of any provision of this ICSR exhibit.  The fact that DHCS inspects, or fails to inspect, or has 
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the right to inspect, Contractor’s facilities, systems and procedures does not relieve Contractor of its 
responsibility to comply with this ICSR exhibit. 
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GENERAL TERMS AND CONDITIONS 

1. APPROVAL: This Agreement is of no force or effect until signed by both parties and 
approved by the Department of General Services, if required. Contractor may not commence 
performance until such approval has been obtained. 

2. AMENDMENT: No amendment or variation of the terms of this Agreement shall be valid 
unless made in writing, signed by the parties and approved as required. No oral understanding or 
Agreement not incorporated in the Agreement is binding on any of the parties. 

3. ASSIGNMENT: This Agreement is not assignable by the Contractor, either in whole or in 
part, without the consent of the State in the form of a formal written amendment. 

4. AUDIT: Contractor agrees that the awarding department, the Department of General Services, 
the Bureau of State Audits, or their designated representative shall have the right to review and 
to copy any records and supporting documentation pertaining to the performance of this 
Agreement. Contractor agrees to maintain such records for possible audit for a minimum of three 
(3) years after final payment, unless a longer period of records retention is stipulated. Contractor 
agrees to allow the auditor(s) access to such records during normal business hours and to allow 
interviews of any employees who might reasonably have information related to such records. 
Further, Contractor agrees to include a similar right of the State to audit records and interview 
staff in any subcontract related to performance of this Agreement. (Gov. Code §8546.7, Pub. 
Contract Code §10115 et seq., CCR Title 2, Section 1896). 

5. INDEMNIFICATION: Contractor agrees to indemnify, defend and save harmless the State, its 
officers, agents and employees from any and all claims and losses accruing or resulting to any 
and all contractors, subcontractors, suppliers, laborers, and any other person, firm or corporation 
furnishing or supplying work services, materials, or supplies in connection with the performance 
of this Agreement, and from any and all claims and losses accruing or resulting to any person, 
firm or corporation who may be injured or damaged by Contractor in the performance of this 
Agreement.     

6. DISPUTES: Contractor shall continue with the responsibilities under this Agreement during 
any dispute. 

7. TERMINATION FOR CAUSE: The State may terminate this Agreement and be relieved of 
any payments should the Contractor fail to perform the requirements of this Agreement at the 
time and in the manner herein provided. In the event of such termination the State may proceed 
with the work in any manner deemed proper by the State. All costs to the State shall be deducted 
from any sum due the Contractor under this Agreement and the balance, if any, shall be paid to 
the Contractor upon demand. 



8. INDEPENDENT CONTRACTOR: Contractor, and the agents and employees of Contractor, 
in the performance of this Agreement, shall act in an independent capacity and not as officers or 
employees or agents of the State. 

9. RECYCLING CERTIFICATION: The Contractor shall certify in writing under penalty of 
perjury, the minimum, if not exact, percentage of post consumer material as defined in the Public 
Contract Code Section 12200, in products, materials, goods, or supplies offered or sold to the 
State regardless of whether the product meets the requirements of Public Contract Code Section 
12209.  With respect to printer or duplication cartridges that comply with the requirements of 
Section 12156(e), the certification required by this subdivision shall specify that the cartridges so 
comply (Pub. Contract Code §12205). 

10. NON-DISCRIMINATION CLAUSE: During the performance of this Agreement, Contractor 
and its subcontractors shall not unlawfully discriminate, harass, or allow harassment against any 
employee or applicant for employment because of sex, race, color, ancestry, religious creed, 
national origin, physical disability (including HIV and AIDS), mental disability, medical 
condition (e.g., cancer), age (over 40), marital status, and denial of family care leave. Contractor 
and subcontractors shall insure that the evaluation and treatment of their employees and 
applicants for employment are free from such discrimination and harassment. Contractor and 
subcontractors shall comply with the provisions of the Fair Employment and Housing Act (Gov. 
Code §12990 (a-f) et seq.) and the applicable regulations promulgated thereunder (California
Code of Regulations, Title 2, Section 7285 et seq.). The applicable regulations of the Fair 
Employment and Housing Commission implementing Government Code Section 12990 (a-f), set 
forth in Chapter 5 of Division 4 of Title 2 of the California Code of Regulations, are incorporated 
into this Agreement by reference and made a part hereof as if set forth in full. Contractor and its 
subcontractors shall give written notice of their obligations under this clause to labor 
organizations with which they have a collective bargaining or other Agreement. 

Contractor shall include the nondiscrimination and compliance provisions of this clause in all 
subcontracts to perform work under the Agreement. 

11. CERTIFICATION CLAUSES: The CONTRACTOR CERTIFICATION CLAUSES 
contained in the document CCC 307 are hereby incorporated by reference and made a part of this 
Agreement by this reference as if attached hereto.  

12. TIMELINESS: Time is of the essence in this Agreement.  

13. COMPENSATION: The consideration to be paid Contractor, as provided herein, shall be in 
compensation for all of Contractor's expenses incurred in the performance hereof, including 
travel, per diem, and taxes, unless otherwise expressly so provided.  

14. GOVERNING LAW: This contract is governed by and shall be interpreted in accordance 
with the laws of the State of California. 



15. ANTITRUST CLAIMS: The Contractor by signing this agreement hereby certifies that if 
these services or goods are obtained by means of a competitive bid, the Contractor shall comply 
with the requirements of the Government Codes Sections set out below.  
a. The Government Code Chapter on Antitrust claims contains the following definitions:  
1) "Public purchase" means a purchase by means of competitive bids of goods, services, or 
materials by the State or any of its political subdivisions or public agencies on whose behalf the 
Attorney General may bring an action pursuant to subdivision (c) of Section 16750 of the 
Business and Professions Code.  
2) "Public purchasing body" means the State or the subdivision or agency making a public 
purchase. Government Code Section 4550. 

b. In submitting a bid to a public purchasing body, the bidder offers and agrees that if the bid is 
accepted, it will assign to the purchasing body all rights, title, and interest in and to all causes of 
action it may have under Section 4 of the Clayton Act (15 U.S.C. Sec. 15) or under the 
Cartwright Act (Chapter 2 (commencing with Section 16700) of Part 2 of Division 7 of the 
Business and Professions Code), arising from purchases of goods, materials, or services by the 
bidder for sale to the purchasing body pursuant to the bid. Such assignment shall be made and 
become effective at the time the purchasing body tenders final payment to the bidder. 
Government Code Section 4552. 

c. If an awarding body or public purchasing body receives, either through judgment or 
settlement, a monetary recovery for a cause of action assigned under this chapter, the assignor 
shall be entitled to receive reimbursement for actual legal costs incurred and may, upon demand, 
recover from the public body any portion of the recovery, including treble damages, attributable 
to overcharges that were paid by the assignor but were not paid by the public body as part of the 
bid price, less the expenses incurred in obtaining that portion of the recovery. Government Code 
Section 4553. 

d. Upon demand in writing by the assignor, the assignee shall, within one year from such 
demand, reassign the cause of action assigned under this part if the assignor has been or may 
have been injured by the violation of law for which the cause of action arose and (a) the assignee 
has not been injured thereby, or (b) the assignee declines to file a court action for the cause of 
action. See Government Code Section 4554. 

16. CHILD SUPPORT COMPLIANCE ACT: For any Agreement in excess of $100,000, the 
contractor acknowledges in accordance with Public Contract Code 7110, that: 

a. The contractor recognizes the importance of child and family support obligations and shall 
fully comply with all applicable state and federal laws relating to child and family support 
enforcement, including, but not limited to, disclosure of information and compliance with 
earnings assignment orders, as provided in Chapter 8 (commencing with section 5200) of Part 5 
of Division 9 of the Family Code; and 

b. The contractor, to the best of its knowledge is fully complying with the earnings assignment 
orders of all employees and is providing the names of all new employees to the New Hire 
Registry maintained by the California Employment Development Department. 



17. UNENFORCEABLE PROVISION: In the event that any provision of this Agreement is 
unenforceable or held to be unenforceable, then the parties agree that all other provisions of this 
Agreement have force and effect and shall not be affected thereby. 

18. PRIORITY HIRING CONSIDERATIONS:  If this Contract includes services in excess of 
$200,000, the Contractor shall give priority consideration in filling vacancies in positions funded 
by the Contract to qualified recipients of aid under Welfare and Institutions Code Section 11200 
in accordance with Pub. Contract Code §10353. 

19.  SMALL BUSINESS PARTICIPATION AND DVBE PARTICIPATION REPORTING 
REQUIREMENTS:  

a.  If for this Contract Contractor made a commitment to achieve small business participation, 
then Contractor must within 60 days of receiving final payment under this Contract (or within 
such other time period as may be specified elsewhere in this Contract) report to the awarding 
department the actual percentage of small business participation that was achieved.  (Govt. Code 
§ 14841.) 

b.  If for this Contract Contractor made a commitment to achieve disabled veteran business 
enterprise (DVBE) participation, then Contractor must within 60 days of receiving final payment 
under this Contract (or within such other time period as may be specified elsewhere in this 
Contract) certify in a report to the awarding department: (1) the total amount the prime 
Contractor received under the Contract; (2) the name and address of the DVBE(s) that 
participated in the performance of the Contract; (3) the amount each DVBE received from the 
prime Contractor; (4) that all payments under the Contract have been made to the DVBE; and (5) 
the actual percentage of DVBE participation that was achieved.  A person or entity that 
knowingly provides false information shall be subject to a civil penalty for each violation.  (Mil. 
& Vets. Code § 999.5(d); Govt. Code § 14841.) 

20. LOSS LEADER: 

If this contract involves the furnishing of equipment, materials, or supplies then the following 
statement is incorporated: It is unlawful for any person engaged in business within this state to 
sell or use any article or product as a “loss leader” as defined in Section 17030 of the Business 
and Professions Code.  (PCC 10344(e).) 
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CERTIFICATION 

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the clause(s) listed below. This 
certification is made under the laws of the State of California. 

Contractor/Bidder Firm Name (Printed) Federal ID Number

By (Authorized Signature)

Printed Name and Title of Person Signing

Date Executed Executed in the County of

CONTRACTOR CERTIFICATION CLAUSES 

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with 
the nondiscrimination program requirements. (Gov. Code §12990 (a-f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities.) 

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free 
workplace by taking the following actions: 

a. Publish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession or use of a controlled substance is prohibited and specifying 
actions to be taken against employees for violations. 

b. Establish a Drug-Free Awareness Program to inform employees about: 

1) the dangers of drug abuse in the workplace; 
2) the person's or organization's policy of maintaining a drug-free workplace; 
3) any available counseling, rehabilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations.  

c. Every employee who works on the proposed Agreement will: 

1) receive a copy of the company's drug-free workplace policy statement; and, 
2) agree to abide by the terms of the company's statement as a condition of employment 
on the Agreement. 

Failure to comply with these requirements may result in suspension of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if the department determines that any of the 
following has occurred: the Contractor has made false certification, or violated the 



certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.)  

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) final unappealable finding of contempt of court by a Federal 
court has been issued against Contractor within the immediately preceding two-year 
period because of Contractor's failure to comply with an order of a Federal court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code §10296) (Not applicable to public entities.)  

4. CONTRACTS FOR LEGAL SERVICES $50,000 OR MORE- PRO BONO 
REQUIREMENT: Contractor hereby certifies that contractor will comply with the 
requirements of Section 6072 of the Business and Professions Code, effective January 1, 
2003.   

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal services during each year of the contract equal to the lessor of 30 
multiplied by the number of full time attorneys in the firm’s offices in the State, with the 
number of hours prorated on an actual day basis for any contract period of less than a full 
year or 10% of its contract with the State. 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
legal services, and may be taken into account when determining the award of future 
contracts with the State for legal services. 

5. EXPATRIATE CORPORATIONS:  Contractor hereby declares that it is not an 
expatriate corporation or subsidiary of an expatriate corporation within the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California. 

6. SWEATFREE CODE OF CONDUCT:   

a. All Contractors contracting for the procurement or laundering of apparel, garments or 
corresponding accessories, or the procurement of equipment, materials, or supplies, other 
than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, materials, or supplies 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under 
penal sanction, abusive forms of child labor or exploitation of children in sweatshop 
labor.  The contractor further declares under penalty of perjury that they adhere to the 
Sweatfree Code of Conduct as set forth on the California Department of Industrial 
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully in providing reasonable access to the 
contractor’s records, documents, agents or employees, or premises if reasonably required 
by authorized officials of the contracting agency, the Department of Industrial Relations, 

http://www.dir.ca.gov
http://www.dir.ca.gov


or the Department of Justice to determine the contractor’s compliance with the 
requirements under paragraph (a). 

7. DOMESTIC PARTNERS:  For contracts over $100,000 executed or amended after 
January 1, 2007, the contractor certifies that contractor is in compliance with Public 
Contract Code section 10295.3.  

DOING BUSINESS WITH THE STATE OF CALIFORNIA 

The following laws apply to persons or entities doing business with the State of 
California. 

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions 
regarding current or former state employees.  If Contractor has any questions on the 
status of any person rendering services or involved with the Agreement, the awarding 
agency must be contacted immediately for clarification.  

Current State Employees (Pub. Contract Code §10410):  

1). No officer or employee shall engage in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or funded by any state agency, unless the employment, activity or 
enterprise is required as a condition of regular state employment.  

2). No officer or employee shall contract on his or her own behalf as an independent 
contractor with any state agency to provide goods or services. 

Former State Employees (Pub. Contract Code §10411): 

1). For the two-year period from the date he or she left state employment, no former state 
officer or employee may enter into a contract in which he or she engaged in any of the 
negotiations, transactions, planning, arrangements or any part of the decision-making 
process relevant to the contract while employed in any capacity by any state agency. 

2). For the twelve-month period from the date he or she left state employment, no former 
state officer or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a policy-making position in the same general subject 
area as the proposed contract within the 12-month period prior to his or her leaving state 
service. 

If Contractor violates any provisions of above paragraphs, such action by Contractor shall 
render this Agreement void. (Pub. Contract Code §10420) 

Members of boards and commissions are exempt from this section if they do not receive 
payment other than payment of each meeting of the board or commission, payment for 
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e)) 



2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the 
provisions which require every employer to be insured against liability for Worker's 
Compensation or to undertake self-insurance in accordance with the provisions, and 
Contractor affirms to comply with such provisions before commencing the performance 
of the work of this Agreement. (Labor Code Section 3700) 

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it 
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits 
discrimination on the basis of disability, as well as all applicable regulations and 
guidelines issued pursuant to the ADA. (42 U.S.C. 12101 et seq.) 

4. CONTRACTOR NAME CHANGE: An amendment is required to change the 
Contractor's name as listed on this Agreement. Upon receipt of legal documentation of 
the name change the State will process the amendment.  Payment of invoices presented 
with a new name cannot be paid prior to approval of said amendment.  

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA:  

a. When agreements are to be performed in the state by corporations, the contracting 
agencies will be verifying that the contractor is currently qualified to do business in 
California in order to ensure that all obligations due to the state are fulfilled.   

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any 
transaction for the purpose of financial or pecuniary gain or profit.  Although there are 
some statutory exceptions to taxation, rarely will a corporate contractor performing 
within the state not be subject to the franchise tax. 

c. Both domestic and foreign corporations (those incorporated outside of California) must 
be in good standing in order to be qualified to do business in California.  Agencies will 
determine whether a corporation is in good standing by calling the Office of the Secretary 
of State. 

6. RESOLUTION: A county, city, district, or other local public body must provide the 
State with a copy of a resolution, order, motion, or ordinance of the local governing body 
which by law has authority to enter into an agreement, authorizing execution of the 
agreement. 

7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor 
shall not be: (1) in violation of any order or resolution not subject to review promulgated 
by the State Air Resources Board or an air pollution control district; (2) subject to cease 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally determined to be in violation of provisions of federal law relating to air or water 
pollution. 

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed by all 
contractors that are not another state agency or other governmental entity. 
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